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Chapter 1 

• ABOUT NFS/SHARE 

1.1 What comes with it 

'I' ll e N I'SISha rc package comes with one SOOK diskette, a product regi stration 
\ ,11' t! ,lIld the NFS/Share documentation. 

( III yllllr NFSIShare disk, you should find the NFS/Share Chooser document, the 
NI:SfTe s t '" d iagnostics application, the source code for BWNFSD, and Apple's 
MucTep, along with an example hosts file for your Macintosh. 

Lh 
Send in you r registration card! It is your ticket to further upgrades 

, and technical support for NFSIShare. Please fill out this ca rd com-
• pletcly a nd return it to InterCon immediately in order to ensure 

tha t product support is available to you. 

1.2 Using this manual 

'I il L' NFSjShare manual is divided into a number of chapters, each corresponding 
til ,1 Sl1cdfic task o r feature, fo llowing is a brief desc ri ption of each chapter. 
I )q)cllding on your knowledge and experience, you may find some chapters more 
IIII L' I'<,'.\! ing than others. 

( :hlll,l cl" 1 About NFS/Share This chapter (you're halfway through it) is devoted 
to covering the manual's layout and the typographic co nventions 
llsed througout this and every InterCon manual. 

Chnp"cr 2 Getting Started covers system requirements and simple concepts 
involved that you should note before installing and using NFSIShare 
all your network. This chapter also briefly covers how to install NFSI 
Share and mount a vo1ume. 
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Chapter 3 About TCP/IP is a comprehensive chapter on the history and basics of 
TCP/IP networking. It is recommended that all users read this chap
ter, as it covers the basic concepts of TCP/IP and is very useful to seed 
a basis for understanding TCP/IP networking. 

Chapter 4 About MacTeP covers the use and installation of Apple Computers' 
MacTCP. This chapter is included for informational use only, as the 
insta llation of MacTCP is handled automatically by the Installer 
application. 

Chapter 5 Using NFS/Share covers all of the options ava ilable in NFS/Share. 

Chapter 6 Administration Notes covers more technical matters such as server 
requirements and conventions used by NFS/Share. 

Chapter 7 Trouble Shooting is a simple Q & A section that covers many topics 
that represent common questions for NFS/Share users. 

~ 
Because NFS/Share is a product based on TCPIIP, it is recom 

:C"' mended that yo u read the section on TCP/ IP to obtain a better 
--- understanding on how your network operates. A basic understa nd

in g of TCPIIP wi ll help you to better utilize the abiliti es of your 
TCP/IP network in an efficient manner. 

1.3 Typographic Conventions 

This sect ion summarizes the typographic conventions that are used throughout 
this manual and throughout all InterCon manuals. In order to m ake references to 
co mmands, buttons, menus, screen displays and llser input, we have adopted the 
fo llowi ng conventions: 

Th e names of Macintosh applications, buttons, menu items, windows, dialogs 
and lexl boxes will be displayed in this (Univers Bold Condensed) font. 

Text which is typed in by th e user will be set in this (courier regular) typeface. 
T his face is also used to indicate data that a user would see coming in from a data 
terminal or within a given text file, as well as a reference to Internet IP addresses 
and domain names. 

Add itionall y, any string enclosed in broken brackets ('< ' and '>') is intended as an 
impli ed variable and should be substituted with valid data if actually used. For 
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example, <hos t name> could be replaced with intercon . i~tercon . com 
when referring to the primary host at InterCon Systems CorporatIOn. 

Lh 
This symbol indicates an ite~ of ~mportance. Many common prab

I Iems that users encounter wIth given features are answered by one 
• of these items found in the manual. 

~ 
This symbol indicates an item of i~ t~ rest. Many int~resting work

:~..:-: 31'ounds, commands and items of tnvJa can be found 111 text marked 
-_. by this symbol. 
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Chapter 2 

• GETTING STARTED 

11 ,1', l ll.lpl L: 1' explains how to get a copy of NFS/Share u p and running on your 
I\ I.ll illll, ,, I, as qui ckly as possible, This is not an in-depth tu,toria1) and it assumes a 
\ " I Lli . 1 ,II1HH IIll of fa miliarity wi th rep/IF and the Macintosh Operating System; 
h' l II lore Llllllplcte info rmation, please read the chapters on installation and COll

IIg lll ,llil lil. 

2.1 What You Need To Have 

2.1 .1 Hardware 

N I ' ,,/Shan~ requires a Macintosh Plus or newer with at least 2 megabytes of mem
'" Y, " II"I'I'Y drive and 128K ROMs or newer. Additionally, NFS/Share requires 
t 'I H ' \ ,I' 111l' fo ll owing types of network connections: 

,/ Dh'cct Ethernet : Either an expansion board (NuB us on the Macintosh 
II series, or Processor Direct Slot (PDS) on Macintosh computers with 
, 1<>,, ) or a SCSI attached Ethernet device. 

,/ l.uc"ITolk: A LocalTalk to Ethernet gateway connected to your Macin
I<>, h via LocalTalk (perhaps through one or more AppleTalk bridges). It 
is l'L:commended that you set up your Gateway to use static addressing 
Ii,,' each MacrCp client. It is possible to use NFS/Share with dynamic 
addressing, however it will usually require more overhead and concep
lual knowledge of TCP/IP to administrate. 

2.1.2 Software 

,/ Macintosh System Software: NFS/Share requires version 6.0.5 or more 
recent of the Macintosh System file. [nterCon strongly recommends that 
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you use the most recent version possible of Macintosh System Software. 

Lt N FSIShare requires AppleShare to be installed to fa cilitate certain 
, operations of the Apple Desktop Manager. AppleShare is available 
• on your Apple System Installer disks and must be installed with the 

Appl e Installer application. Make sure that you run the Installer 
Application to install AppIeShare, as si mply copying the AppleShare 
document to your System Folder will no t result in a complete instal
lation. 

./ Hardware Drivers If you are lIsing an Ethernet device, you must install 
the driver software provided by the manufacturer, although you do not 
need to turn on EtherTalk as your AppleTalk connection method under 
Network in the Control Panel. 

,/ Host Software To run NFSIShare for the Macintosh, you need to have 
the following on your host machine: an NFS Server, a Domain Name 
Server (optional, but recommended), Sun's NIS (Yellow Pages), 
BWNFSD or PCNFSD (version I or 2), for password authentication. 

2.1.3 Information 

NFS/Share works best if you are able to configure MacTCP to provide "static" IP 
addressing. If you have not yet configured Mac TCP, you will need to obtain the 
following information from your network administrator: 

IP Address: The IP Address uniquely defines your Macintosh to other machines 
on the network. Your Macin tosh needs to have an address in the 
range that has been ass igned to your network but that is not in use by 
another host. (Note: You can not use 192.0.0.x or 12S.0.x.x as TP 
addresses with Apple's MacTCP. These addresses are considered illegal 
in accordance with RFC 1122.) 

Subllet Mask: If your network uses subnetting, you will need to know the subnet 
mask for the subnet to which you are attached. 

Gateways: If you wish to connect to hosts that are not on your subnet, you will 
need to know the IP addresses of any IP ga teways that connect your 
subnet to the rest of the Internet. 
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Nnmc Sc rVCfS: I r your network has one or more DOI~ain Nam~ Servers, you 
.. Iltlllid find out their IP addresses and domaIns. DomalJ1 Name Serv
ers provide the service of mapping host names to IP ~umbers, allo~'
ill!:', convenient access to a large number of hosts wlthout extensIve 
host co nfiguration. 

2.2 Installing and Using NFS/Share 

,/ SI,II' I with a Macintosh computer running System 6.0.5 or greater. 

.I I r YUII arc running System 6, install AppleShare Workstation Software by 
rll ll llillg the Apple Installer from your Apple System Installer floppIes 
,I lid ~pecj fy ing a cllston} configuration. Please refer to your Apple S:stem 
Im \,dlation documentation for more information on how ~o IIls1all 
1I1'1,IeShare. (Note: You will want to check to. see if AppleS hare IS already 
ill ' I<1 ll ed by opening the Chooser and checkmg to see If the AppleSha!e 

II :ON is present. ) 

.I Insert the NFS/Share distribution floppy and copy NFS/Share to your 
Syslem fold er. At this time, you should also copy the file NFS/Test t~ 

. I · d d rl've NFS/Test is an applIcatIon, and It IS not reqUIred speClf 
)'011 1 1.H • .Il d t 
ie .I1l y that it be in your Syslem folder. Under System 7 you WI nee 0 

]'111 NFSIShare in the top level of the System Folder and not m the Exten
... ion Folder) as NFS/Share must load after MacTCP in order to functIOn. 

.I I )I'en the MacTCP folder on the NFS/Share distribution floppy and copy 
il s contents into your System folder. You will need to open the Control 
!'.IIIe1 under the Apple Menu and configure MacTCP WIth your Macm
tush's nehvork information. (For more. mf~ on how to configure 
M<1cTCP, see the section on MacTCP later III thIS manual. ) 

.I l(choot your machine and you will be ready to begin using NFS/Share. 

2.2.1 NFS/TesFM 

IlIdlided with NFS/Share is the application NFS/Test. This application will ass i:: 
\',," ill co nfigurin g your host to properly operate as an NFS server. Copy NFS/Te 

I t Olume and launch it NFS/Test will display a wll1dow, showmg your 111 },Olll' ) OOV <. • 

1" l. ll lu)sts and what NFS related software they are runmng. 

'1il ~ llI.:c k a remote host, type its name or IP number into the input area and click 
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the Add button. The new host and its configurati on will be added to the list. 
Beside each host name will be a combination of up to five different icons. These 
icons indicate the existence of different NFS services. 

As y.ou can sec in t~e ~xample session, (figure 2. 1) host intercon.com is running 
all SIX servers. speclal.mtercon.com is ru nning NFS, LOCKD and PCNFSD. dis
co.intercon .com is runnin g NFS, LOCKD, PCNFSD and PCN FSD Versio n 2. 
europa.asd.contcl.com doesn' t seen} to have an NFS server and wuarchive.wus
tl.edu is only running an NFS server with no authentica tion damon . When vou 
are through testing, click the Done button, and NFS/Test will quit. . 

~ 
In order to operate N FS/Share you need to be running NFS and one ! or ~ny combination of,the add it~o,n,a l servers n~cessa ry for authenti
cation andlor fil e locklllg capabIlIties. The avadable Authentication 
Servers are NfS, PCNFSD and IlWNFSD. You will not have access to 
your NFS server without aile of these daemons installed. 

® NIl iJ ' ;" ~f/t intercon.com 
® iJ ';" '~ disco.intercon.com 

~ 

® wua rchiLl e. wust I. edu 
europa.asd.contel.com 

@ prep.ai.mit.edu 

~ 
( Add ) I special.intercon .com I 

( Done ) 

Flg"re 2.1 NFS/Test 

2.3 NFS/Share Basics 

NFS/Share's operation is quite simple. If you have an NFS server already set up 

Page 9 
1 1I11'1I 1.I '(,1,.1"11N(;STARTED 

11 11 .1 1'llIlIling, yo u will probably need to do little to set up NFS/Share. 

.! I )I' c" Ihe Chooser under the Apple Menu and select the NFS/Share icon. 
Ai'lcI' a very short delay you should see a list of NFS servers in the list 
selector. These will appear as IP addresses or as names, depending on 
whet her or not you are running a Domain Name Server o r if you have a 

Ulll liguI'ed hosts fil e in your System folder. 

I r you do not have a Domain Name Server Oil your .network, ~ut would 
li ke to have your N FS servers identify themselves with names Instead of 
II ' addresses, please refer to the MacTCP section of this manual and set 

"I ' a hos ts fi le in your System fold er. 

.! If' y"u are running NIS (or YP) enter the default NIS domain by choos
i" l> NIS Domain in the pop-up menu and typing it there. 

It' you do not know your NIS Domain, ask your system administrator 0 1' 

ellter the command domainname at a terminal prompt on th e 

machine running the NlS daemon. 

You must be running some authentication daemon in o rder to 
use NFS/Share. The daemons available for use are N1S, PCNFSD, 

or BWNFSD. 

v' I )ouble click on the server that you want to access . 

./ Type in your username and password for that system, just as you would 
whell signing on to a terminal, and hit the log in button, You will notice 
Ihat a default entry appeared in your username area. NFS/Share copies 
your Macintosh's Chooser name into the username area. For conve
nience, you may want to change your Chooser name to match your nor-

m'lllogin name. 

.! Ii' Ihe login was successful, a dialog will come up presenting you with a 
list of volumes that you can mount. Initially, tllis list will be blank and 
you will need to add entries to it. Click the Other button and enter a path 
name as the ,lWou nt Point and enter a desired Volume Name to Identi fy 
YOllr volume. The volume name will identify your NFS volume. Click 
ihe Mount button and the volume should appear on the desktop. 
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Chapter 3 

• ABOUT TCP/IP 

I ( :1'!I P is the common name for a set of widely used industry protocols for inter-
111 11l1ccting across all implementations on different hardw<\re platforms, allowing 
I 1I1l1puters from different vendors to interoperate and share data and services, as 
I,,"l', as they are capable of usi ng TCP/ IP. 

I I :1'111' development bega n when the U.S. Defense Advanced Research Projects 
\",c ll cy (DARPA ) wa nted more reli able communica tion protoco ls on the 
" IU'ANET, its packet-switched wide area network l DARPA initiated a research 
jl l lfjL.:C t' to define and implement a suite of protocols, and the researchers devel
, '1' ,." TCP/lp2. Eventually TCP/IP became the standard protocol suite used on the 
l' tl l{PA Internet, a collection of networks that includes the ARPANET, the U.S. 
~ I ilil a r y Network (MILNET ), the U.S. National Science Foundation Network 
I NSFNET ), and netwo rks at universities, research institutions, and military 
," ',I, lIlations. Since then, hundreds of vendors have developed products that sup
I" 11'1 TCPIlP and all kinds of networks around the world use it. 

It 'I' / IP supports an architecture of multiple networks interconnected by ga te
W. I }':' . This interconnected set of networks is called an internetwork or internet 
111, e' lerm "the Internet" refers to the DARPA Internet). For example, TCPIIP pro
I11I Ill s Gin be used to connect networks on a college campus or geographically dis-
1111 11 siles on a wide area network. "Figure 3.1 An Example Internet" on page 12 

'I I I~ I \YS an example of an internet. 

3.1 The Family Of Protocols 

I I I'llI' is a fam ily of protocols named after the most widely used protocols in the 
', II,l c, Ihe Transmission Control protocol (TCP) and the [nternet Protocol (IP). 
I ht' protocols described in this section are the ones most commonly suppor ted 
I, v computers attached to TCP/IP networks. 'fCP, II' and the User Datagram Pro-
1 .. ",1 (UDP) provide basic transmission facilities that are augmented byapplica-
11 1111 scrvices in higher-level protocols such as Telnet) th e Network File Sharing 

I "A h l~to ry of t h~ ARPANET: The First Decade,"llolt, Deranek, ~nd N~wman, Inc., April 1981. 
~ . .... clV,lgg i, Philip S., "The Development ofCommunicaliOlls Standards in the DoD," IEEE COII II'limimtiollS M agl!zill ! , 

Ill' 1.l>1I1\1ary 1985. 
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Figure 3.1 An Example Internet 

protocol (NFS) which provide a means tor sharing tiles across a network the Fil 

Transfer Protocol (FTP), and the Simple Mail1ransfer Protocol (SMTP).' e 

Other Protocols in the TCP/Ip family are described later in th is cha ter The 

Address Resolution Protocol (ARP ), the Reverse Address Resolution ~ro;ocol 
(RARp), and the Bootstrap Protocol (BOOTP) are described in "3 3 5 Add 

ResolutIOn Protocol (ARp)" .. ress 
. On page 20 and subsequent sections. The Routin 

InformatIOn Protocol (~IP) and the Internet Control Message Protocol (ICMPr 

are descnbed 111 SectIOn '3 .3.4 The Domain Name System" on page 19. 

3.1.1 Internet Protocol (IP) 

Th\lnternet Protocol (11') is responsible for sending data across multiple net-

wor s. 11' accepts segments of da ta from TCp or UpD places the d t ' k 
HId ' aampaeets 

ca ec atagrams, and determines the correct path for the datagram to take Th 

dhatagrams are sent.acr~ss the Internet, through as many gateways as needed ~lnti~ 
t ey reach the dest1l1atIOn host. ' 
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II' provides an addressing mechanism that allows routing between networks. The 

l1t:ader of an IP datagram contains source and destination internet add resses so 

Ihal" <lny host in a network can route a packet to a destination, either directly or 

Ihrough a gateway.IP has the ability to fragment a datagram as it is transmitted 

,I(:ross a network. Since IP can be used with many different physical network 

illlplementations that specify different sizes for physical data frames, datagrams 

1.. .111 be fragmented to fit into a small data frame. Fragments are reassembled as 

I hey arrive at the destination. 

• 
1]1 is often referred to as an unreliable delivery system because it makes a best-

d"1<,"t attempt to deliver aU datagrams, but delivery is not guaranteed (TCP guar

.II,lees dclivery).lt is also called a connection!ess delivery system because it routes 

l" ICh datagram separately. When IP receives a sequence of datagrams from TCP or 

I I [W, it routes each datagram in the sequence individually and each datagram 

""'Y travel over a different path to the destination. 

3.1 .2 Transmission Control Protocol (TCP) 

The Transmission Control Protocol (TCPl provides reliable transmission of data 

lldwecn processes. (Processes are application programs that communicatej for 

IlI s t~nce, a file transfer process on one host talks to a file transfer process on 

.11Iother host) . It ensures that data is delivered error-free, without loss or duplica

t iOIl, and in sequence. 

l ipper-layer protocols such as Telnet pass data to TCP for delivery to peer pro

u;sses. TCP encapsulates the data into segments and passes the segments to IP, 

which puts the segments into datagrams and passes them across the internet. TCP 

.I t the receiving end checks for errors, acknowledges error-free segments, and 

,,",\Ssembles the segments for delivery to upper-layer protocols. If a segment is lost 

Ill' damaged, it will not be acknowledged, and the sending process wi ll retransmit. 

'I '(:P has a flow control mechanism so that computers of different speeds and sizes 

( 01 11 communicate. When Tep at the receiving end sends acknowledgment, it also 

.Idvertises how much data it is prepared to accept on the next transmission. 

3.1 .3 User Datagram Protocol (UDP) 

The User Datagram Protocol (UDP) provid es unreliable transmiss ion of data 

hctween processes. UDP's transport of data is unreliable because, unlike TCP, it 

docs not provide error checking, it does not acknowledge that data has been suc

ccssfully received, and it does not order incoming messages. UDP messages can be 

lost, duplicated, or arrive out of order. Like TCP, UDP messages are encapsulated 
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in IP data grams fo r delivery. 

The advantage of UDP is that the overhead associated with es tablishing and 
mal~ taml ~l g an.e r~~r-free TCP session is avoided. Upper- layer protocols that 
don t reqUlre reliability use UDP to transmit data. For instance, the domain name 
syste~ uses UDP because reliability is not criticalj if there is no response to a 
~omam. name query, the resolver simply retransmits. (The domain name system 
IS descnbed in "3.3 .4 The Domain Name System" on page 19). 

3.2 Services 

This sectio n describes a few higher- level protocols which are implemented on 
most TCP/IP hosts. fh ese protocols are used to provide network services to the 
user. 

NFS: 

NIS: 

LOCKD: 

PCNFSD: 

TELNET: 

The NetworkFile Sharing Protocol (N FS), developed by SUN Micro
systems proVides a transparen t means to access shared files on a 
remote host across a network. The primary usefulness of the NFS 
protocol lies in the fact that unlike FTP (the Fi le Transfer Protocol), 
NFS allo:"s the chent to request either an enlire fi le or just a part of it. 
Th IS AexLbLhty allows a user to edit files and run applications found 
on remote hosts without having to transmi t the en tire file. Through 
the use of daemons such as PCNFSD, LOCKD, and NIS (formerly 
Yellow Pages or YP) NFS can support user authentication and file 
range locking. 

(Formerly Yellow Pages or YP) NIS is another protocol developed by 
SUN. NIS IS used for user authentication with NFS. 

LOCKD is an authentication protocol for NFS that also allows for 
range locking with files, giving the user the ability to share files. 

A simple authentication protocol developed by SUN, PCNFSD 
allows for SI mple password authentication for non-UNIX NFS cli
ents. 

l elnet is a remote access protocol that alJows a terminal on one host 
~o appear as if it were directly connected to a remote host on an 
'~1ternet. TELNETcan also be used to make a personal computer act 
like a terml11al. It IS usually lmplemented as client software that ini
tiates se~s i ons to a remote location and server software that listens for 
connectIOns fro m remote users. 
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I1'fP: The File Transfer Protocol (FTP) is used to transfer files. A host can 
connect to a remote host on an internet and send or receive files, list 
director ies, and execute simple comma nds. Like TEL NET, FTP is 
usually implemented wi th the user at a terminal and the server soft
ware receives requests from remote users Lo store or retrieve files. 

SMTP: 

I'OP: 

SNMP: 

NNTP: 

The Simple Mail Transfer protocol (SMTP) is used to transfer elec
tronic mail messages from one host to another. SMTP client pro
grams are used by the operating system to 'connect to SMTP server 
programs in order to transfer mail. 

The Post Office Protocol (POP) is used to retrieve mail from a server 
host. The POP client exchanges authentication information with the 
POP server, and then can download mai.l messages from the server. 
POP is commonly used to provide mail service to hosts on which it is 
impractical or undesirable to run an SMTP server (such as a work

station or desktop computer). 

The Simple Network Management protocol (SNM P) is used to pro
vide client programs with information about how the network is 
operating and allow authorized clients to modify run-time parame
ters in the server hosts in order to adjust for network load and effi

ciency. 

Th e Network News Transfer protocol (NNTP) is used to provide 
access to a local news database for client programs. Servers are usu
ally run on larg~ machines with plenty of disk space. The NNTP pro
tocol is used widely on the 1 nternet backbone of the Usenet network. 

3.3 TCP/IP Addressing Conventions 

In order for computers on an internet to be able to refer to each other, each 
machine must be assigned a universal address. This section describes the address
ing scheme that was developed to allow each Te p/lp host in existence to be 

uniquely identified. 

3.3.1 Internet addresses 

Each host on a TCP/IP internet is ass igned a unique 32-bit internet address, also 
someti mes called an II' number. The address is divided in to field s, called the net
work field and the host field. The network field identifies a network on the inter-
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Identifier Bit 

I r 7 Net'Nork Bits -V 24 Host bits , 
A: 101 , , , , , , I , , , , , I 

Identifier Bits 

I I ( 14 Network Bits v 16 Host bits , 
H: 11,01, , , I I I I I I I I , , , , , , I 

Identifier Bits 

I I I ( 21 Network Bits v- 8 Host bits -----..., 

c: 11,1,01, , I I I ! ! ! I ! ! I I I I I I I I ! 

Figure 3.2 IP Address Structure 

net to which the host attaches (such that all hosts on the same network share the 
same network field) and the host field identifies a particular host on that network. 

The network field is assigned by central authority, the Network Information Cen
ter (N IC) located at SRI International. Local administrators assign the host field 
of the address. (Note that only networks that might attach to the DARPA Internet 
need to obtam the network address from the NIC, although it's generally consid
eled a good rdea anyway, smce future connectivity can be hard to predict) . 

Three IP address classes-A, H, and C-provide for the following network configu
ratIons: 

Class A addresses are used for a few networks with many hosts; for 
instance, the ARPANET. 

Class B ~ddr:sses are used for medium-sized networks; for instance, a 
large uIlIverslty network. 

• Class C addresses arc used for a large number of small networks; for 
Illstance, an Ethernet local area network (LAN). 

The first b its of the address identify the address cl ass, and the number of bits 
aSSign ed to the network and host field of the address differs for each class. For 
Illstance, Class A addresses have 1 class identifier bit, 7 network identifier bits and 
24 host identifier bi ts. This allows for ]28 Class A networks, where each ne~ork 
can support upto 16 million hosts. "Figure 3.2 1P Address Structure" on page 16 
shows the class Identifier bits and the number of bits allocated to the network and 
host fields for each address class. 
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'Hl make the address easier to work with, the addresses are written in dotted deci
IIlal notation. Each octet ("byte" ) of the 32-bit address is assigned its decimal 
equivalent, and decimal points separate the integers. For example, the 32-bit 

,Iddress 

10000 1000000 110100000010 000 11110 

is written in dotted decimal notation as 13 2 . 13 . 2 . 3 0 

3.3.2 Subnetwork addressing 

The internet addressing scheme, designed for a few hundred networks, did not 
.Illticipate the proliferation of LAN technology. Organizations created large net
works consisting of many LANs connected by ga teways and there was an explo
:-. ive growth in the number of networks on the Internet. Assigning every LAN on 
Ihe Internet its own address created two problems: 

An immense administrative overhead was required to manage these 

addresses. 

Internet routing tables could not accommodate that many networks. 

A technique called subnetwork addressing (or subnetting) was devised to deal 
with this problem. Subnetting allows multiple physical networks (called subnet
works) to share the same internet network number. For example, a unive rsity 
with two LANs can use suhnet addressing so that both campus subnetv.;orks share 
II single network number. The subnet structure is not visible to the rest of the 
Internet, thus the route to the network is the same no matter what subnet the host 

is on, 

The last section stated that the internet address is divided into network and host 
lields. With subnetting, the address is conceptually divided into a network and 
local field of the address into subnet numbers; each internet site determines indi
vidually which scheme to implement. 

Imagine Miskatonic Unive rsity has subd ivided its assigned Class B inlernet 
address, 190 . 10 . 0 . 0, for the two LANs on campus. They divided the local 
field of the address into an 8-bit subnet identifier and an 8-bit host identifier. 
LAN I has the address 190 . 10 . 0 . 0 and LAN2 has the address 190 . 10 . 2 . O. 
"F igure 3.3. Subn etting at Miskatonic University" on page ]8 illustrates the 

<\ddressing scheme at Miskatonic University. 



Qlaplcr 3 • ABOUT TCP/IP 

In "Figure 3.3 . Subnetting at Miskatonic Univers it y" on page 18, the rest of the 
mternet perceives ~at it is sending data to one network. The ga teway routes pack
ets to the approprIate LAN by examining the upper half of the host bits in the 
address. 

3.3.3 Subnetwork masks 

An internet site that has implemented subn et addressing must choose a subnet
work mask (or subnet mask), which is used by network software to identify the 
host number field from the subnet number and netwo rk number fields. The por
tIOn of the address to be allocated to the subnet is defined (for example, Miska
tomc Ul1lverslty used the third octet of the address to identify th e subnet ). Then 
bits are set in the 32-bit subnet mask to correspond to the IP address. A subnet 
mask bit is set to 1 if the corresponding bit in the internet address is part of the 
network number and subnet number fields, and to 0 if the corresponding bit in 
the address IS part of the host number fi eld . The su bnet mask for a Class A 
address might be 

1111111 I 1 1111111 00000000 00000000 

or 2 55 . 255 . O. a decimal. Since this is a Class A address, octet 1 identifi es the 
network field and octets 3 and 4 iden tify the host number field; therefore, the sys
tem knows that octet 2 of the address identifies the subnet number. 

The rest of 
the internet 

GalL'way 
LAN 1: 190.10.1 .0 

. 190.10.2.0 

~~ 

Figure 3.3. Subnetting at M iskatonie University 
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111!11 \'ll l y. ~.I ( h LA N at the internet site could have a different number of bits a~l~
I 111i 'dl 11 ih :-. uhnct fi eld, and therefo re have different subnet masks. However,lt IS 

1'.\ IH' I ,,1 1)1 n:(OInmcnded that a given network have a single subnet mask that is the 

,lIlu' lor .111 or its component LANs. 

13.4 The Domain Name System 

1\\ \ ,II I '>C Illns t users would rather refer to machines using meaningful, symbolic 
11,11 I Il' " r.11 her than long strings of numbers, the Domain Name System (DNS) was 
L 1I '.llnl to map between internet addresses and names. The DNS's hierarchic~l 
Ilt UlIill t', scheme accommodates a large set of names and allows local autonoI~y 111 

11'1 '1I} ',llillg 1l<1I11CS . A domain name is divided into sub names separated by periods, 

" lit II ,I S ·' (lngl ish . miska tonic . edu". 

III lili s exa mple, edu is the top-level domain and each label further spec ifies a 
'I1I1.do llw in, The Network Information Center (NrC) adm inisters the top-level 
dlllll .ti ns and is responsible for assigning subdom ains. "Figure 3.4 Top Level 
IIH llt.lins on the Internet" on page 19 shows the top- level domains specified by 

III<' N IC. 

\ lilT ,Ill organization obtains authority for a domain from the NIC, it can a~s ign 
'oI lho rdinnte domain names. For instance, if Miskatonic University obtained 
d ti l hurit v for the doma in miskatonic . edu, the Engli sh Department at Mis
t ,llon ic 'Uni ver sity co uld subsequently obtain auth or ity for th e domain 

, 11' 11 ish . miskat onic . e du, 

I he urgall iza tion with authority over a domain must maintain a domain name 

COM 

ED U 
GOV 

M IL 

NET 

O RG 

ARPA 

ISO country code 

Commercial organizations 

Educational inst itutions 

Government institutions 

Military group 

Major network support centers 

O rganizatio n other than above 

Temporary ARPANET domain 

Countries other than the USA a 

Figure 3.4 Top Level DomainS on the Internet 

a. The ARPANET has been gradually phased 011t, and has been 
replaced by the Defense Research Internet (DR!). 
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server that maps domain names to internet addresses. ]f the English Department 
at Miskatonic obtained a new computer that they called "Lovecraft ," the name 
l ovecra ft . english . rniskatonic . e d u would be added to a domain 
nal1?e s~rver's datab~se, along with the computer's internet address . Hosts partici
~at1l1g In. the ciomalll name system must have name resolvers that request the 
Information [rom name servers. The name resolver contacts a local name server 
to o btain the internet address associated w ith the domain name. The local name 
server may need to contact other domain name servers to obtain the internet 
address and assorted other information. 

3.3.5 Address Resolution Protocol (ARP) 

The Address Resolution Protocol (ARP) is a protocol in the TCPIIP pro tocol suite 
that maps IOternet addresses to phys ical network addresses. If Host A wants to 
communicate with Host B and it only know B's internet address, it ca n use ARP to 
obtain B's physical address. Host A broadcasts an ARP request that contains Host 
B's internet add ress. Al l hosts on the network reeeive the request, but only Host B 
recogl1lzes the lIlternet address and replies with its p hysica l address. Host A 
recelves the reply, learns B's physical address, and delivers its packets directly to B. 

3.3.6 Reverse Address Resolution Protocol (RARP) 

The Reverse Ad dress Resolution Pro tocol (RARP) maps phYS ical netwo rk 
addresses to mternet addresses (the opposite function of ARP) . RARP provides a 
way for a host to obtain its internet address. The host broadcasts a RARP request 
that contains its physical network address. All hosts on the local network receive 
~he request; however, only RARP servers can process the request and provide the 
l11ternet address (RARP will work only if there's a RARP server on the network) . 
The RARP server consults its database of internet addresses, then sends the infor
mation back to the host that made the request. 

3.3.7 Bootstrap Protocol (BOOTP) 

The Bootstrap Protocol (BOOTP), like RARP, provides a way for a host to find its 
mternet address. A hos t runnin g BOOTP broadcast s a BOOTP requ est. A 
BOOTP server re turns a response that contai ns the host's internet address, the 
address of a bootserver, the address of an intervening gateway (if present), and 
other useful configuration in fo rmation such as the subnet mask and addresses of 
domain name servers. 
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3.4 Routing 

A 1'.ILket transmitted by a host on the [ntemet may only need to take a short hop 
li t I II ~S lh e local network or it may have to cross many gateways and networks to 
H '. h II its destination. The process of finding a path over which th e packet can 
11,!I·t"! 10 reach its destination is called routing. This section describes how TCP/IP 

".11 Id les routing. 

3.4.1 Gateways 

II . t host is transmitting to a destination on its own network, routing a packet 
III\ Hl vcs finding the destination host's physical address (using ARP) and sending 
II". Il ,lC!<et over the physical network to its destination. When the destination is. on 
11 di ll i.: rent network, the packet is routed to the nearest gateway. A ga teway IS a 
IIt. t\. lline that interconnects two networks and passes packets from one network to 
'1I !lllher. If the local gateway is not connected to the destination, the packet is for
\v ,l1'~h.::d to other gateways until it reaches a gateway that is directly connected to 

IIII' destination network. 

3.4.2 Routing tables 

II l1 l\ateways in the internet have routing tables that contain pairs of network 
," 1.1 resses and gateway addresses. Each network address is linked with the gateway 
IlI ldn:ss of the gateway to be used to get to that network. Routin g decis ions are 
1'.I .. cd on the network number of the destination address rather than the host 

1IIII Ilhcr to keep routing tables small. 

3.4.3 Routing protocols 

Uuuting protocols provide a way for gateways to find each other, keep up-to-date 
II lIlting information, and report communication problems. 

1(" .. ling Information Protocol (RIP) Some gateways use the Routing Informa
tion protocol (RIP) to exchange network routing information. Gate
ways broadcast their routing tables to neighboring gateways. If a RIP 
message contains new information, gateways update their routin.g 
tables. RIP is intended for low-delay local area networks (although It 
is used in wide area networks). The most widely used version of RIP 
is the routed software that is released with the 4.3BSD UNIX sys

tem. 
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RIP can also be used to locate gateways on a LAN. Any computer 
broadcastmg RIP packets is likely to be a gateway. While other rout
Ing protocols are used by gateway manufacturers, RIP is by far the 
most common protocol found in gateways. 

Internet Control Message Protocol (ICMP) Gateways and hosts usc the Internet 
Contr?l Message Protocol (ICMP) to report communication prob
len~s. I'or mstance, If a packet cannot be delivered because the desti
natIOn h.ost IS disconnected .frol11 the network, an TCMP message 
may be leturned to the sendmg host stating that the destination is 
unreachable. ICMP is primarily used by gateways to notify the source 
host of delrvery or routing problems. 

ICMP is an integral part of the Internet Protocol (IP). Successful!P 
routll1g reqUires ICMP services to report error conditions. reMP 
me~sages arc encapsulated in IF datagrams, transmitted to the desti
natIOn gateway or host, and processed by IP software. 
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Chapter 4 

• ABOUT MACTCP 

11.1 Overview 

M,":TCP is a software driver written by Apple Computers, Inc. for the Macintosh 
t 'I' l· r.l ling System that implements the following TCP/IP protocols: 

Internet Protocol (IP) 
Internet Control Message Protocol (ICMP) 
User Datagram protocol (UDP) 
Address Resolution Protocol (ARP) 
l(everse Address Resolution Protocol (RARP) 
Itouting Information Protocol (RIP) 
Ilootstrap Protocol (BOOTP) 
Transmission Control Protocol (TCP) 

111i' '>1' protocols provide core transmission services that are used by third-party 
I'" " I,," ts such as TCP/Connect II"', TCP/ToolsTM, NFS/Share™, remote printing, 
II lid tI ;ll'abase access. By providing these basic network protocols in a driver, 
Mtlc:TCP allows multiple pieces of software to use TCP/!P services at the same 
1 ""l·. I:or exa mple, you could be running TCP/Connect II in one MultiFinder layer 
11111 1 ,I Il yperCard front end to a remote database in another, without having them 

!1l1 \' 1 I ~ rc with each other. 

Iii" Control Panel is used to configure MacTeP, simplifying installation and setup 
1" H~l·dl1rcs. Sections "4.5.2 Configuration tools in AdminTCP" on page 28 and 

I / ,!; llringing up the Administrator dialog box" on page 41, describe how to use 

,Ii,' Control Panel to configure MacTCP. 

11.2 Network Media 

M,u:TCP runs over both Ethernet and LocalTalk-compatible cabling systems. A 
t\ I ,ll illt"Osh Plus) Macintosh SE series, Macintosh II series, or Macintosh Portable 
' '''''I'"lel' can run MacTCP on LocalTalk-compatible cable. It will also run on any 
~ I ", i"losh with a compatible EtherNet card or connected SCSI EtherNet device. 
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MacTCP is co-res ident with AppleTalk protocols so there can be concurrent TCPI 
IP and AppleTalk operation on a single network wire. For example, MacTCP can 
be run while a print job goes out to an Apple LaserWriter printer over LocalTalk 
cabling. AppleTalk and MacTCP can run over the same media, or one protocol 
can run over one media while the other protocol runs over a different media. 

4.3 DDP-IP Gateways 

To run MacTCP on LocalTalk cable (or any other AppleTalk compatible media), 
you need a Datagram Delivery Protocol to In ternet Protocol (DDP-IP) gateway. 
This device takes a TCP/IP packet that is encapsulated in DDP, an AppleTalk pro
tocol, and conver ts it to another format, such as Ethernet. DDP-IP gateways can 
also assign addresses to MacTCP nodes and handle routing to other networks. 

InterCon has tested MacTCP with gateways from Compatible Systems, Shiva 
Corp. and Cayman Systems, although others may work as well . 

If MacTCP is running on LocalTalk, a DDP-IP gateway must be provided on the 
network. By default , the DDP-IP gateway should be located in the same LocalTalk 
zone as the Macintosh computer running MacTCP. Alternatively, a single DDP-IP 
gateway can support Macintosh computers in multiple AppleTalk zones; in this 
case, the zone where the DDP-IP gateway resides must be selected by the user 
using the MacTCP Control Panel. 

4.4 Installing Apple's MacTCP 

This section describes how to install the Mac TCP software before you perform the 
configuration tasks described in Section 4.5 . The process differs somewhat for 
computers running system software version 6.0.x and those running version 7.0; 
therefore, this chapter includes procedures for both environments. 

Note that MacTCP l.l is only recommended for Systems 6.0.5 
and later. If you have an earlier version of the Macintosh Operat
ing System, upgrade it to version 6.0.5 or later before continuing. 

4.4.1 Included Software 

The Software Distribution Disk contains one fo lder labeled MacTCP Software. 
This folder contains the following files: 
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./ the AdminTCP file 

./ the MacTCP fi le 

./ a Hosts fi le 

1 lie AdminTCP file contai ns resources used by the administrator to configure the 
,Ii ive l'. You do not distribute itto the user. The MacTCP file contains the MacTCP 
liti ve r as well as resources that allow the user to configure the driver. The Hosts 
iii,· is " sa mpl e Hosts file. Section 4.6 descr ibes how to edit the Hosts file. 

11.4.2 System 7 

I" install the MacTCP software for version 7.0, perform the following steps: 

Lock the Software Distribution Disk, then insert it into your floppy disk 
drive. 

.\ Open the disk icon by selecting the disk icon and choosing Open from 
the File menu, or double-click the icon. Open the folder named MacTCP 
Software. The Hosts, MacTCP, and AdminTCP files are d isplayed in the 
folder window. 

MacTCP SDftware 
~ 3 H",ms 160K in disk 62EK available 

m m EJ ._ .. 
MacTCP AdminTCP Hosts 

Figure 4.1 MacTCP Software Folder 

\ Drag the MacTCP and AdminTCP icons in to the System Folder on your 
hard disk by selecting both the MacTCP and AdminTCP icons (which is 
done by clicking one icon and then holding down the Shift key while 
cl icking the other icon), and dragging th em into the System Folder. A 
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dialog box will appear, asking if you want these control panels placed in 
the Control Panels folder. Click the OK button. 

Control panels need to be stored in the 
Conh-o l Panels folder or they moy not 
work: properly_ Put these control ponels 
into the Control Pone.s folder? 

( Con eel I t OK II 

Figure 4.2 System 7 ''Alita-placement'' Dialog 

4 If you want to use the Hosts file for name-to-address mapping, drag the 
Hosts file into the System Folder by selecting the Hosts fi le and draging 
it into the System Folder. To customize the contents of the Hosts file, 
refer to Section 4.6. 

5 Close the MacTCP Software folder and the Software Distribution Disk 
folder, and Eject the disk. 

6 Configure the MacTCP software as described in Section 4.5. 

4.4.3 System 6 

To install the MacTCr software for version 6.0.5 or greater, perform the following 
steps: 

Lock the Software Distribution Disk. 

2 Open the disk icon by selecting the disk icon and choosing Open from 
the File menu, or double-click the icon. Open the folder named MacTCP 
Software. The Hosts, MacTCP, and AdminTCP files are displayed in the 
folder window. 
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MacTeP Software 

i 3 items 160K in disk 626K iViilijble 

m ~ B -_ .. 
MacTCP AdminTCP HostJ 

, 

Figure 4.3 MacTeP Software Folder 

Drag the MacTCP and AdminTCP icons into the System Folder on your 
hard d isk by selecting both the MacTCP and AdminTCP icons (cl ick one 
icon and then hold down the Shift key and click the other icon), and 
draging them into the System Folder. 

,I If you want to use the Hosts file for name-to-address mapping, drag the 
Hosts fi le in to the System Folder by selecting the Hosts file and dragging 
il into the System Folder. To customize the contents of the Hosts file, 

refer to Section 4.6. 

" t:Iose the MacTCP Software folder and the Software Distribution Disk 
1{, lder. Eject the d isk, and put it away. 

t, t ;onfigure the MacTCP software as described in Section 4.5. 

11.5 Configuring MacTCP 

1111 1... .111 configure the MacTCP sofuvare in several ways, depending on how much 
til lite (onfiguration you want to leave to your network users. Read the section 

I I III fi guration Scenarios» to determine your strategy. 

11,,".e sections assume that you are bringing up the MacTCP Control Panel 
I H 'l ' II S for the first time. If you have configured the driver once, the values that 

d l' jll' .II' will be somewhat different from those depicted here. 

~ 1. >I,e slire that you have installed the MacTCP software according to the instruc
I" >I" ill Section 4.4 before you proceed with the tasks described in this chapter. 
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4.5.1 The AdminTCP and MacTCP fi les 

Recall from Section 4.4 that the Software D istribution Disk contains the MacTCP 
file and the AdminTCP file, which you have instal led. The MacTCP and AdminTCP 
files both contain the configuration tools that modify resources in the MacTCP 
fIle and the MacTCP Prep file. However, one of the tools in the AdminTCP file 
includes an extra option, Protected, that leaves the resulting Mac TCP file only 
partially configurable by the user. 

Since the network administrator should control the option to protect or unpro
teet the configuration, you should not distribute the AdminTCP file to the user. 
Only the network administrator should use this fi le to configure the driver. The 
user can perform either full or partial configuration by running the MacTCP file. 
In its default state, the MacTCP file is unprotected, so if you plan to give the user 
full configuration authority, simply distribute the unprotected MacTCP file to the 
user. Otherwise, use AdminTCP to partially or completely configure the d river, 
protect the configuration , then distribute the MacTCP fi le to network users. 

4.5.2 Configuration tools in AdminTCP 

There are two MacTCP configuration tools in AdminTCP: The MacTCP Control 
Panel and the Administrator dialog box. The way you use these tools depends on 
the configuration scenario you choose to implement. (These scenarios are 
described in the section "Configuration Scenarios" later in this chapter.) 

The top-level configuratio n tool is the MacTCP Control Panel. It is used to set link 
level information and) optionally) to enter the IP address in decimal notation. If 
you enter the IP address in the MacTCP Control Pa nel , portions of the Adm inis
trator d ialog box are automatically filled out. 

The appearance of the MacTCP Control Pa nel in the version 6.0.x environm ent 
(Figure 4.4 The MacTCP Co ntrol Panel Under System 6) differs from the Control 
Panel in version 7.0(Figure 4.5 The MacTCP Control Panel Under System 7). 
However, the function of the MacTCP Control Panel is the same in either envi
ronment. 
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Figure 4.4 The MacTCP Control Panel Under System 6 
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I Ii, ' I .. wer-Ievel con fi gu rat ion tool is the Administrator dialog box, which is 
", ""cd through the More button on the MacTCP Cont rol Panel. 

' t i ll l i se the Administrator dialog box to enter detailed configuration information. 
II ... Administrator dialog box in the AdminTCP file also allows you to select the 
I' rulocted checkbox, to protect the configuration from furth er modificatIOn. Thls 
" I<li,,,, is not available through the Administrator dialog box in, the MacTCP file; 
IIII' L'heckbox is either dimmed (to indicate that the configuratIOn has been pre

II ' t In l) o r does not appear. 

:0 , MacTep . 

3rd floor 

Figu re 4.5 The MacTCP Control Panel Under System 7 
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The Administrator dialog box can be used by the netwo rk administrator and by 
users ~sslgned. full cOD.figuration authority. Users with partial configuration 
authority can view the dialog box but cannot modify it. 

The following paragraphs give an overview or the Administrator dialog box fea
tures. 

.. ······Obtain Address:'· "'''1 r·········,·· .. ····· .. ,·········_· .. _·· IP Address·······- ..... --... --.-.--~ ..... ~ 

o Manually I! CIOSS:[]] Rddress: O.~.O.O 
@Semer i! 

j t 
Subnet Mask:: 255.0.0.0 

o Dynamically 111 1111 iTt 11111111 1111 1111 1111 11 1 
Net I Subnet I Node 

8 0 24 

i I 
i i 
i I Bits: 
I ' i i 1 . ~ .. ["................. i r Net: f9~' . _._. __ ._ ..... _._ ..... , 0 f. O( k 

r- Rout ing I nformB~ i'~'~ ;''':; f Subnet: Ei~~:~.~.~.=.~·~·.'~.·~.·~·~] D l.o(k 

i 6atewoy Rddress: !! Node: [0 D HI( k ! 

! [~·.:.9,~Q~~~.~.·.~.~.·.~,~.·.~.~.~.·.~,~.·,~.~.:~.·.~.] j ;.~.~~:~~.D-~;~j·~-·N-;·~~-·s~·~~·;~·-,~-f·~~~~·ti ·~·~~ .... ~.~~ .. ~ ....... ~ 
L .................. "....................... ' Oomaln IP Rddress Oefoult r 

o Protected I r II I 0 ~o{} ,i'i,! 

[1 0K ~ [ Cancel l ! 
I ......... ............ ...................... .. ....... .. ........... .... ! 

Figure 4.6 The Administrator Dialog Box 

Obtain Address box 
This is where you select the method with which you set the IP 
address. You have three options: 

If you select the Manually bulton, you must fill in some or all of the 
fields in the IP Address box. 

If you sekct the Server button, the IP address for the Macintosh 
computer IS automatically obtained from a Server every time the user 
starts up the computer. This option requires a RARP or BOOTP server 
on an Ethernet, or a KIP-compatible Datagram Delivery Protocol
Internet Protocol (DDP-IP) gateway on an AppleTalk network. 

If you select the Oynamically button, the node portion of the IP 
address for the Macintosh computer is set dynamically every time the 
user starts up the computer. If you lise this option, you must also set 

I II 'ph', .1 • About MacTCP 
Page 31 

some of the fields in the IP Address box. 

I II i\ .ItII'CSS box 
This is where you set the address class, subnet mask, net, sub net, and 
node numbers. You can fill in some or all of these fields depending 
on the configuration scenario that you choose to implement. 

UUllling Information box 
This is where you set the gateway address in dotted decimal notation 
if the Routing Information Protocol (RIP) is not implemented on 

your network. 

If you leave this address set to 0 . 0 . 0 . 0, MacTCP will use RIP to 

determine where your gateway is. 

I JIIIIUtin Name Server Information box 
This is where you enter the IP addresses of domain name servers and 
the domains over which they have authority. Make sure that what
ever you enter here is valid, as invalid entries can cause sluggish 

behavior with MacTCr products. 

Itmlccted checkbox 
If you click this checkbox, the user is not able to modify any of the 
fields in the Administraior dialog box. The screen is displayed with 

all the fields dimmed. 

4.6 Configuration scenarios 

V, H t ( an configure the MacTCP driver in several ways; you must decide how much 
.. I t he configuration you want to leave to network users. The following scenarios 
,!t ,.,tT ibe the possible strategies and summarize the configuration process for each. 

'u,:c llurio A 
Configure the MacTCP driver so that the user does n~ t have to fill in 
any IP address information in the MacTCP Control Panel. If this is 
your strategy, you have hvo options. You can enter the IP address in 
the MacTCP Control Panel (in decimal notation) and then enter the 
subnet information in the Administrator dialog box (if appropriate). 
Or you can select the Manually button in the Administrator dialog 
box and then enter the address class, sub net mask, net, subnet, and 
node numbers. If you select the latter method, you must configure 

MacTCP software for each network user. 
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Scenario B 

Configure the MacTCP driver so that the user must fill in the IP 
address in the MacTCP Control Panel (in decimal nota tion). If this is 
your strategy, select the Manually button in the Administrator dialog 
box and then enter the address class and subnet mask. Do not fill in 
the Net, Subnet, and Node boxes. If you select this method, you can 
distribute the configured MacTCP software to several users. 

Scenario C 

Scenario D 

Scenario E 

Scenario F 

Configure the MacTCP driver so that the user must fill in the node 
portion of the IP address in the MacTCP Control Panel. If this is your 
strategy, select the Manually button in the Administrator dialog box 
and then enter the address class, subnet mask, net number, and sub
net number. Do not enter the node number in the Node box. If you 
select this method, you can distribute the configured MacTCP soft
ware to several users. 

Configure the MacTCP driver so that the address is automatically 
assigned. (The user does not have to fill in any IP address informa
tion in the MacTCP Control Panel.) If this is your strategy, select the 
Server button in the Administrator dialog box. If you select this 
method, you can distribute th e configured MacTCP software to sev
eral users. 

Configure the MacTCP driver so that the node portion of the address 
is assigned dynamically. (The user does not have to fill in any IP 
address information in the MacTCP Control Panel.) If this is your 
strategy, select the Dynamically button in the Administrator dialog 
box and then enter the address class, subnet mask, net, and subnet 
numbers. If you select this method, you can distribute the configured 
MacTCP software to several users. 

The user is granted full configuration authority and can use the 
Administrator dialog box to configure the MacTCP software. The 
user will need to have knowledge of how to configure the MacTCP 
driver in order for this scenario to be successful. 
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4.7 Using MacTCP 

I hi, section describes how you bring up the MacTCP Control Panel in system 
'IPll wolre versions 6.0.x and System 7.0. Read the section that applies to your enVl

IPIIIlH:nt. 

iI.7.1 Activating under System 7 
, 

I 1,," lse Control Panels from the Apple menu, and the Control Panels window 

11j' 111.'<II'S with a scroll able list of icons as shown in Figure 4.7. 

~ 
AdminTCP 

mf@l~ 
~ ~ Houst> 

Controls Kt>ybolrd 

~ 
M.p 

B~g 
11onttors Lllb~ l s N~h(ork 

~ 
USE'n;; & Groups 

m fi 51 (E 
Startup Disk Views Easy AooE'sS Sharin9 Situp 

Figure 4.7 The Control Panels Window Unde r System 7 

I l id, the AdminTCP icon (it may be necessary to use the scroll bar. tO,bring the 
IIdlllinTCP icon into view). The AdminTCP panel appears as shown 1Jl FIgure 4.8. 

Ih i, panel serves as the MacTCP Control Panel. 
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RdminTCP 

~ 
Ethernet 

iP Address: 

Figure 4.8 The AdminTCP Control Panel 

4.7.2 Activating under System 6 

Choose Control Panel from the Apple menu, and the panel appears with a scrolla
ble hst of Icons at the left side of the window. 

Click t ll ~ AdminTCP icon (it may be necessary to use the scroll bar to bring the 
Admllll C~ Icon in to view) . The MacTCP Control Panel appears in the right 
three-qual lers of the wmdow as shown m Figure 4.9. 

~ 
GE'ner al 

n 
~ 

Ciopturt' 

~ 
. • <> 

'0 
CoJlor 

;·· .. ··-;;-~~~;;::·~·-f~~:.g~::·-::::::·:::::r --. ! 
j '._._. __ ._. __ .-._"'_.'._._._--' ,I 

t. __ .... _ ....... _ ... _ ..... _ .... _._ ... _ •• _._._ ••.•• _. __ 1 

Figure 4.9 The AdminTCP Control Panel Under System 6 
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U .3 Setting link level information 

II ,.. 1,,1' half of the MacTCP Control Panel displays the ava ilable link level proto
I uln 111\ which the MacTCP driver can run. Different icons are displayed depend-

1111', I III your network configuration. 

II \ 11 111' Macintosh computer is using an Ethernet interface card, make sure that 
tI" ., .'Id 's software is installed. The MacTCP Control Panel also provides a way for 
\ 11 11 Itl find out the hardware address of your Ethernet Interface card, if you 

1, ,, ,,1.1 " eed to do so for troubleshooting. Press and hold down the option key 
"" I , li ck the Ethernet icon. The hardware address of the card is displayed beneath 

11i. - 1\ 011, as shown in Figure 4.10. 

~
~ ....,., 

'. 
!:CUM'S 

02608C01CF13 

Figure 4.10 Viewing Your Hardware Address 

Ii 11 11" p()ss ible network configurations are described on the following pages. Select 
1111 _ IIlIe that applies to your network and faHow the instructions to set the link 

I, \ .-1 information. 

'~ -_ .. 
• :.'=-

Note: This section is provided to help you set the link level infor
mation for your own computer. You cannot remotely perform 
this configuration task for users because it involves specific infor
mation that is reported to the MacTCP Control Panel by the com

puter. 

Nd work configuration 1 
Figure 4.11 illustrates one possible network configuration: a Macin
tosh computer on an AppleTalk network using LocalTalk cable with a 

gateway to an internet. 
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TCP/IP host 

T ~ ••• ____ ....1 _____ , .oIiiiil-----t 
LocalTal k ~ 

(twisted-pair cable) DDP-IP 
gateway 

• • • 
Figure 4.11 A Macintosh on LoealTalk 

If this is your network con figuration, the upper section of the 
MacTCP Control Panel contains the icon shown in Figure 4. 12. 

R. liabilily Eng , 

Figure 4.12 Network Option For A LoealTalk Connected Macintosh 

The box beneath the icon displays th e network zone where your 
DDP-IP gateway is located. If your gateway is located in another 
zone, direct the pointer to the zone box beneath the icon and press 
the mouse button_ A pop-up menu appears with a list of zone names 
as shown in Figure 4.13. Keeping the mouse button down, drag the 
pointer to the list and highlight the appropriate zone. When you 
release the mouse button, the pop-up menu disappears, and the zone 
name you selected appears in the box. 
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Facili ti es 
f inance 
Floor East 
Floor UJest 
Hardw are Engineering 
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"Software Engineerin g 
Software l ab 
Testi ng 
Training 

Figure 4.13 An Example Zone List 

I 

Nl'I work configuration 2 _ 
Figure 4.14 illust rates a second possible network configurat Ion: a 
Macintosh computer with one Ethernet NB Card on an AppleTalk 

network using Ethernet cable. 

(Contains one 
Ethernet NB Cardl 

D 
1l1n:~'IIII!1I 

I ••• I 
I I I I 
mil II. 
IDI I 011 

TCP/ IP host 
Figure 4.14 A Macitltosh all An Ethernet 

AppleShare 
File Server 

D -111 t"mllll l1 

I ••• 
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If this is your network configuration, the upper section of the 
MacTCP Control Panel contains the icons shown in Figure 4.15. 
Select the Ethernet icon to allow your Macintosh computer to use 
TCP/IP to communicate with other TCP/[P hosts on the network. 
(AppleTalk is already being used to communicate with the Apple
Share®file server and LaserWriter printer.) 

EtherTalk Ethernet 
Figure 4.15 Network Options For An Ethernetted Macintosh 

Network configuration 3 

Figure 4.[ 6 illustrates a third possible network configuration: a Mac
intosh II computer with two Ethernet NB Ca rds (located in slots 4 
and 5) on an AppleTalk network using Ethernet cable. 

{Contains tvlO 
Ethernet NB Cards) 

0 AppleShare 
~r 

~'r.n 

Ethern 
Card 

etNB L 
(51 II 

0 
I Ethernet NB 

1""'1 ".", Card (41 

••• • •• 

I • •• ••• 

I I 1 I 
111111111 
111111111 

TCP/IP host 

Figure 4.16 A Dual-Ethemetted Macintosh 

If this is your network configuration, the upper section of the 
MacTCP Control Panel contains the icons shown in Figure 4.17. (If 
the Ethernet NB cards are located in slots other than 4 and 5, the 
numbers in the icon names will be different. ) Se.lect the Ethernet (41 
icon to aUow your Macintosh co mputer to use TCP/lP to communi
cate with other TCP/IP hosts on that network. 
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~ 
Ethernet (4) 

Reliability Eng . 

~ 
Ethernet (5) 

Figure 4.17 Network Options For Dual- Etl1ernetted Macintoshes 

Nd work configuration 4 . 
f igure 4.18 illustrates a fourth possible network configuratIOn. 1\.1ac
intosh computers 1,2, and 3 are on EtherTalk®cable segments sepa
rate from the TCP/IP host. These computers use AppleTalk protocols 
to communicate with the gateway, and the galeway uses TCP/IP pro
tocols to communicate with the TCP/IP host. Macintosh computer 4, 
on the same Ethe;net as the TCP/IP host, uses standard TCP/ IP pro
tocols to communicate directly with the TCP/IP host. 

AIlP!cTa:k 
flouter 

o 
App!eTalk 

Router 

o 

• • • 

o 
I'I IIII~II II 

o 
Ilm!!!ln:II'1 

L. .... ~~~ .......... . 

nnlill 
110'"" 

TCP(lP host 

Figure 4.18 A Complex Internetwork 
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If this is your network configuration, the upper section of the 
MacTCP Control Panel contains the icons shown in Figure 4.19. Iff 
you must go through a gateway to reach a TCP/IP host (as computers 
1,2, and 3 do in Figure 4.18), m ake sure that th e EtherTalk icon is 
selected . If yo u are all the same Ethernet as the TCP/IP host (as com. 
puter 4 is in Figure 4. 17), select the Ethernet icon. 

~ :~ 
Eth~rn~j 

R~ liability Eng. I 
Figure 4.19 Network Options for Complex Macintosh Networks 

4.7.4 Entering the IP address in decimal notation 

If you have decided to enter the entire IP address for the user and you prefer to 
enter the address in dotted decimal notation (for example, 132.10.3.1), enter the 
address in the IP Address box as shown in Figure 4.20. 

········································l 
IP Address: ' 132 .10.3.1 

Figure 4.20 Setting Your IP Address 

When you click the More button and the Administrator dialog box is displayed, 
the class, add ress, and net and node numbers are set as shown in Figure 4.2 1. 
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•········· .. ························· 1 P Address:············ 

CI.ss:[]] Address: 0.0 .0.0 

Subnet Mask:: 255.0.0.0 

1111 111 11111 1111 11 111111 11 1111 111 
Net I Sub"et I Nod e 

Bits: B 0 24 

Net: 10 D lock 

.... .... .. , 

Sub"et: :~ .: . ...... : . ... :.:.) 0 lock 

I. NOd~: .... '::l~-.-.. -.. -.. -. -.. -.' .... ~.~o.~~ .. .. : 
Figure 4.21 Th e IP Address Section of the Administrator Dialog Box 

'1.7.5 Bringing up the Administrator dialog box 
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I lid, the More button on the Control Panel to get to the Administratordialog 
h . F' e 4 22 This panel is your mam tool for configurmg the Itux, ;IS s own In Igur . . 

Mill' TCP driver. 

·········Ob\ai n Addres s: ....... , , ... . ············· ···· IP Address:'" · ···· .. ······· ···· ···· .. ··· ····1 

@ Manu ally i i Class:[]] Address: 0.0.0.0 
i i o Semer i i . , 
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t t 

i I 
.... R~C·t·i·~; ··i~f~;~·~·t·i·~~~~.·.~ I 

Gateway Rddress: !! 

Sub" e! Mask: 255.0.0.0 

1IIIII Iml llllll ll l lll l lllll l i l i 
Net I Subne! I Node 

Bit s, 8 0 24 

10 o lock 

o lock I 
o loc~ i 

Net: 

Sub"el: r~~ ...... . 
;::10=--' 

... _ . _ ' ) 

• .. ... , •......•.•. f 

Node: 

i ... ----Domei n Name Server Informat i on.········_·_·[ 
: I:lo~.o~.o~.o'-___ --' 'r'" Dom.in IP Address Default ! 

; ~'n"[;:::,,,; ' [ ___ ~~@ CI 
Figure 4.22 The Administrator Dialog 
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The Administrator dialog box provides you with three ways to set the IP address 
(if you did not enter the decimal address in the MacTCP Control Panel). The 
Obtain Address box in the upper-left corner of the panel (shown in Figure 4.23) 
allows you to select your preferred method for setting the add ress. Your selection 
determines whether Lhe lIser must enter address information on the MacTCP 
Control Panel. 

[f you select Manually, you must set the address man ually using the 
fields in the IP Address box. See the next section "Setting the Address 
Manually.)) 

If you select Server, the address is obtained automatically from a Server. 
This option requires a RARP or BOOTP server on an Ethernet, or a KIP
compatible Datagram Delivery Protocol-Internet Protocol (DDP-IP) 
gateway on an AppleTalk network. See the section "Obtaining an 
Address from a Server" later in this chapter. 

If you select Dynamically, you must set the net and subnet portions of 
the address using the fields in the IP Address box, but the node portion 
of the address will be allocated dynamically (within the range of node 
numbers specified) . See the section "Setting the Node Number Dynami
cally" later in this chapter. 

·····-··Obtain Address : ..... _ .. , 

o Manually 

@Server 

o Dynamically 

l .... ...................... _ ...... _ ..... _._ ..... _ .. _ ...... -1 

Figure 4.23 The Obtaitl Address Seetiotl of the Administrator Dialog Box 

4.7.6 Setting the address manually 

If you select Manually, you must set the address manually using the fi elds in the 
IP Address box. You can enter either the entire IP address, or the net and subnet 
portions. Entering the entire address causes the IP address to appear on the 
MacTCP Control Panel. The user does not need to enter any address information. 
Enteri.ng the net and subnet portions causes Ne t) Subnet) and Node boxes to 
appear on the MacTCP Control Panel. The user must enter the node number. 

I h 11'1< I II • Auout M;>.cTCP Page 43 

I" ,,· t the address manually, click the Manually button located in the Obtain 
flclclmss box. Then follow the steps described in the fo llowing sections. 

U .7 Setting the address class 

~ h , ,,' 10 the IP Address box and position the pointer on the Class box. Class A, 
,hi' tld:llIlt setting, is currently in the box. Press the mouse button a~d a menu of 
I 11',',r" ;lppea rs as shown in Figure 4.24. The ~ indi:ates which :lass IS the current 
' '' '''g. IfYO ll want to change the class, drag the pomter to B or C. 

........ ·· ...... ·· ········ · ...... · ........ ········· 1 P Add l-ess:····· .. · 

Class: 

SU 

Address: 0.0.0.0 
B Mask: 255.0.0.0 
C 

Net I Subnet I Node 
Bits: 8 0 24 

Figure 4.24 Setting the Address Class 

........... , 

II \ 1111 (hange the class) the new value that appears i~ the Net .box is the minimum 
\ dill' ,dlowable for the selected address class. For Instance) If. y~u select class C) 
11 " ' I' .,llIe in the Net boxchangesto 12 582 912,which is the m,nlmum value that 
1 III II, .. : lI sed for class C addresses. 

Net: 11 2582 91 2 

Figure 4.25 The Net Box 

~I ph ' lhat changing the class causes the slider on the ruler to move. Th~ address) 
1I1 11Il'l mask, and bits allocated to net) sub net, and node also chal.lge. Flgu~'e 4.26 
111 1\\1 .. the address) subnet mask, position of the slider, and the bit allocatIOn for 

I II II d ass selection. 
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Class:[]J Address: 0.0.0.0 

Subnet Mask: 255.0.0.0 

11111 " m 111111 " 111111111 " 1111 
Net I Subnet I Node 

Bits: B 0 24 

Class:1II Address: 12B.0.0.O 

Subnet Mask: 255.255.0.0 

111111111111111 m " 1111111 " 1111 

Net I Subnet I Node 
Bits: 16 0 16 

Class:ITJ Address: 192.0.0.0 

Subnet Mask: 255.255.255.0 

1111111111111111111 1111001111111 

Net I Subnet I Node 
Bits: 24 0 B 

Figure 4.26 Standard Subnet Masks 

4.7.8 Setting the subnet mask 

P~rform this step only if you have implemented sub net addressing o n your net. 
work. Use the .shder on the r.uler to set the subnet mask. Each box in the ruler rep~ 
resen Ls one bit of the 32·blt IP address. A dark line on the ru ler indicates the 
number of bits allocated to the net portion of the address (as determined b th 
class selected). The slider can be moved anywhere along the ruler to the rig~t o~ 
thIS darkened Ime. Place the pointer on the slider, hold down the mouse button, 
a~d drag the shder to the appropriate location on the ruler. When you move tha 
shder, the subnet mask, the sub net bits, and the node bits change. 
If you m ove the slider all the way to the left , the Subnet box is dimmed. 
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0 .9 Setting the IP address (integer format) 

II 10" want the user to enter the IP address in the IP Address box of the MacTCP 
f:ulltrol Panel (scenario B in the earlier section "Configuration Scenarios"), skip 
tll1'-, :. Icp. Continue with the configuration, referring to the section "Setting the 

I "th.'\VilY Address" later in this chapter, 

I" ili Leger format, the TP address is broken down into bits (four sets with eight 
11I l'> pCI' set) . The bits are allocated to net, subnet, and node accordi ng to address 
I I.!',,> and subnet mask, then converted to a decimal number. For instance, the 
,.I.lress 9 0 . 25 . 3 . 2 40 broken down into bits, looks like this: 

11 1 010 . 000 1 1001 . 000000 1 1 . 111 1 0000 

II lire address class is A (8 b its compose the net portion of the address) and the 
., ,,I,lIet mask is 255 . 255 . 2 5 2 . 0 (or 14 bits of subnet address and 10 bits of 

l! ' I,k), then the integer form of the address is as fo llows: 

Ne t : 90 
Subnet : 1 6 00 
Node : 1008 

r EMOCOP){ 
• , FOR RBSAtJ! j 

II rol! want to enter the IP address in integer fo rmat, ente r this in formation in the 

~k l . Subllet, and Node boxes shown in Figure 4.27. 

..... ············· .. IP Address:·· .. .. · . 

i Class:[!] Address: 90.6.64.100 

L .. . 

Subnet Mask: 255.255.255.0 

111 1111 1111111111111111001 11111 1 
Net 1 Subnet 1 Node 

Bits: B 16 8 

Net: l~§ 

Subnet: li~~~ 

.......... ~ 

.. ............. ,i 

........ ·~· .. •• ............ ·-·1 

Node: L'.2~.... . ............. .1 

[8J lock 

[8J lock 

[8J lock 
........ ...I 

Figure 4.27 An IP Address I" Inleger Format 

II YOII are configuring the MacTCP driver so that the user has to enter the node 
OIOI I1Iher in the MacTCP Control Panel (scenario C in the earlier secLio n "Configu· 
I ,11 io n Scenarios"), YO li must enter the net and subnet portion of the address in 

tll l t: ~c r fo rmat in the Net and Subnel boxes. 
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Entering the net number 
The Net box contains the lowest net number tha t can be used, deter
mined by the address class that was selected. Click twice in the Net 
box and enter the net portion of the 1P address in integer form. 1f 
you try to enter a number over the highest number allowed for the 
selected address class, the last digit in the number you enter isn'b 
accepted; you must reenter a valid number. If you enter a number 
under the minimum allowed fo r the selected address class, a valid 
number is automatically assigned when you save your changes; 
therefore, be sure to enter a number over the minimum allowed for 
the selected address class. 

If you click the lock box to the right of the Net box, the net number 
is protected. The Net box is dimmed and you cannot change its value 
unless you dick the lock box to unlock it. If you lock the value in the 
Net box, the user will not be able to change this number on the 
MacTCP Control Panel. 

Entering the subne! number 
Note that you can enter the subnet number only if you set the subnet 
mask. Click the Subnet box and ent er the subnet portion of the IP 
address in integer form. If you click the lock box to the right of the 
Subnet box, the sub net number is protected. The Subnet box is 
dimmed, and you cannot change the value in the box unless you dick 
the lock box to unlock it. If you lock the value in the Subnet box, the 
user will not be able to change this number on the MacTCP Control 
Panel. 

Entering the node number 
You now have three choices: enter th e node number. leave the Node 
box at the default and have the user enter the node number, or have 
the node number ass igned dynamically. 

If you decide to enter the node number, click the Node box and enter 
the node portion of the IP address in integer form. If you dick the 
lock box to the right of the Node box, the node number is protected. 
The Node box is dimmed and you cannot change the value in the box 
unless you click the lock box to unlock it. If you lock the value in the 
Node box, the user will not be able to change this number on the 
MacTCP Control Panel. 

If you decide to have the user enter the node number in the MacTCP 
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Control Panel , leave the box at the default number and do not select 
the lock box. Then continue with the configuration, starting with 
the section "Setting the Gateway Address" later in this chapter. 

If you want the node number to be assigned dynamically every time 
the user starts up, sec the section "Setting the Node Number Dynam

ically" later in this chapter. 

I '1',III"e 4.27 shows values set and locked in the Net, Subnetl and Node boxes. 

iI.7.10 Obtaining an address from a server 

II ,"ou select the Server button in the Obtain Address box, the network address is 
1I' :t.,incd automatically from a network server. On an Ethernet network, the pro-
1"" ,ls BOOTP or RARP are used to assign an address. On an AppleTalk network, a 

III' I'-IP gateway se ts the address. 

t" have a server provide the address, click the Server button in the Obtain 
lI ,hlress box. (When you bring up the Administrator dialog box for the first tnne, 
l' t ' l "cr is the default setting,) There is no need to enter class, subnet mask, or net ) 
11 !!l IIH': !'. or node numbers; the Server button does it for YOll. The Macintosh C0111-

11 111 1..' 1" that uses this configuration is assigned an address every t ime it starts up, as 

I. III}'. as you have a properly configured server. 

\ lI l' r you restart, the class, subnet mask, net) subnet, and node ~umbers assigned 
I" th" scrver are reflected in the Administrator dialog box and III the lP Address 
111 1\. 'I'he user does not have to enter any address information. 

iI.7.11 Setting the node number dynamically 

It l"" " select the Dynamically button in the Obtain Address box, the node portion 
" I Ih" I P address is allocated dynamically within the range of node numbers spec

IIII'd . 

I II II' address has a range of valid node numbers that are determined by the 
Iddn.: ss class and subnet mask. With dynamic addressing, the MacTCP software 
I,ltl dolllly selects a node address in that range ililQ broadcasts to other nod~s on 
t hl ' network, "Is there anyone out there using this address?" If there IS no 
" ·" I'o llse, that node number is used; if there is a response, the so~ware rebroad-
111', \ ', until it fi nds a number that is not being used by oth er machmes on the net

'r'r ll t!<. 
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To use dynamic addressing, enter the address class, sub net mask, and net and sub~ 
net numbers as described in the earl ier section "4.7.6 Sett ing the address manll ~ 
ally" o n page 42. Click the Dynamically button in the Obtain Address box. Two 
boxes appear, showing the range of valid node numbers determined by the class 
and subne t mask (illustrated in Figure 4.28). After changes made to the Adminis
trator dialog box are saved, a node number is assigned dynamically when the 
Macintosh computer is started up. 

This choice causes the IP Address box to appear on the MacTCP Control Panel 
with the address already se t. The user does not have to enter any address informa. 
tion. 

If you know there are static addresses on your network, you can change the values 
in the Node Range boxes so that the addresses in the static range are not used. To 
change the minimu m range value, double-cl ick the From box and enter an appro
priate number. To change the m aximum range value, double-click the To box and 
enter an appropriate number. 

·········Obtain Address: ......... , 

Figure 4_28 Obtaining An Address Dynamically 

4.7.12 Setting the gateway address 

Some ga teways use the Routing Information Protocol (RlP) to exchange network 
rout ing informat ion. The MacTCP software automatically monitors RlP traffic to 
determine active ga teways. If your network docs not lise RIP, YO ll must manually 
set the address of a ga teway. 
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I" IIla nually set the gateway address, go to the Routing Information section of the 
~Ihllillistrator dialog box. Click the pointer in the Gateway Address box and 
I li l n your gateway's decimal TP address as shown in fi gure 4.29. 

·Routing Inf ormation: 
Gateway Rddress: 

190.10.240.11 

Figure 4.29 Setting Your Gateway Address 

U.13 Setting domain name server information 

II" , )"Irt of the Administrator dialog box allows you to enter the [Padd ress of 

11. 1I11 ;:i:l name servers and the domains over which th~y have .authonty. :h~ box 
IIIIIIWS YO Ll to enter this information for your network s doma ll1 name sel vel and 

II I II", /, I.. lomain name servers on the internet. 

1 Ih k the pointer in the Domain box and enter a doma in name. Press the Tab ~ey 
h . t to tl,e IP Address box and enter the address of that dOl11a1l1. I .. II IOve t e POIn er 11 

\ " y"u enter the IP address, boxes appear (shown in Figure 4.30) to a ow you to 

I tikI' more domain name server mformatIon . 

······ ·· ···Oomain Name Server In f ormation:···· 
r' Domain I P Address Default 

I."\.bo,,inioo,p.com 11111 .25.1,., 1 @ it 
L-____ ~II 1 0 

~ 

Figure 4.30 Setting A Domain Name Server 

I lI ..: k the default button to indicate your default domain name s~rver and your 
tld.nllt domain name extension . Generally, it should be a domall1 name server 

111 .lt h'1S authority over your domain. 

'1.7.14 Protecting the configuration 

III lrotect your configurat ion, click the Protected checkbox (sh~wn in Figure 
I. 1 : ) . I f you d on't select the Protected checkbox. the user who receIves the config-
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ured user disk will be able to modify any of the fields in the Administrator dialog 
box. 

"" Routing Informetion: 
, Gateway Address: 

190. 10 .240. 1 
t.. .. .. ........... ; 

o Protected 

([ OK 1 [Cancel) 

Figure 4.31 Protecting Your Configuration 

4.7.15 Closing the Control Panel 

When you have finished entering the appropriate information in th e Administra
tor dialog box, the MacTCP driver is configured. The configurat ion settings are 
stored in the MacTCP driver and also in a file called MacTCP Prep. 

Click the OK button in the Administrator dialog box and then click the Close box 
to close the Control Panel window. The configuration changes take effect the next 
time the driver is used. If the configurat ion changes cannot be made immediately, 
the alert message shown in Figure 4.32 is displayed. 

This message alert's you that you must restart your Madntosh computer for the 
confIguration changes to take effect. When you click the OK button, the Control 
Pan el closes. When you restart, the MacTCP driver is configured on your com
puter. 

You must restart the Macintosh 
f or the changes you mode to take 
effect. 

OK 

Figure 4.32 Closing the Administrator Dialog Box 
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4.8 The Hosts File 

The MacTCP software includes a Hosts file that maps machine names to internet 
addresses, the same service provided by the domain name syste~. You can use.the. 
Hosts file if there is no domain name server on your netv.'Ork. It IS also convement 

to place frequently used name- to-address mappings in this file. 

To use the Hosts file, you must edit the sample fi le tllat is included with the 
MacTCP software and add text that defines name-to-address mappings. Each host 
on your network that uses Hosts file services must have the file reSident on the 

disk. 

4.8_1 Hosts file syntax 

The Hosts file syntax conforms to the master file syntax sp~cifi ed in Request for 
Comment (RFC) 1035. Refer to this RFC for more mformatlOn. 
(Note $lNCLUDE has not been implemented.) 

The syntax of the Hosts file is as follows: 

<name ><type><data>[ i <c ommen t» 

where name is the name assigned to a host or domain on the internet. 

type is A (address), NS (name server), or CNA11E (canonical name). 

data is determined by the type specified: 

If type = A, the data field contains an internet address. 

If typ e = NS, the data field contains the name of the doma in na me 
server that has authority over the domain specified in the name field . 

If typ e = CNAME, ti,e data field contains the canonical (or official) 

name for the name field . 

Comment allows you to add a comment to the entr y.A semicolon is used to start 

a comment. 

Any combination of tabs and spaces can be used as a delimiter between each item 

in a line. Lines end with the return and line feed characters. 
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Example entries in a Hosts file are as follows: 

acct .xCO . CO~A128 . 8 . ~ . 1 ; addres s o f host -acct-

xeD . Comr'Sserver . xeo . com; r:a7e server for dom.~in xco . com 

fred . xco . COI'CNA!·IEbor:.:::ini. . Xc o . COl" ; canonical na-,e for a lias fred. xco . com 

4.8.2 Editing the Hosts file 

To create Hosts files for network users, modify the sample file using Apple's 

TeachText, addmg text that defines name-to-address mappings for your particu

lar network configurat ion. 

To edit the Hosts fi le, perform the fo llowing steps: 

1 Select the sa mple Hosts file icon entitled Hosts, includ ed with your 

MacTCP software, and open it by choosing Open from the File menu or 

by double-clicking the icon. 

2 Add, names and interne! addresses in the syntax specified in the previous 

section. 

You can edit the Hosts fi le with any word processor as long as you save it as Text 

Only without formatting commands. 

4.9 MacTCP Configuration Worksheet 

The following table lists the information needed by a user to configure their copy 

of MacTCP. Each user should fill out this table and keep it handy in case they need 

techmcal support, or If they need to reconfigure MacTCP at some point. In case 

you are unsure of the meanings of the following terms, they have been redefined 

in the paragraphs following the table. 

t Ji ll.ter 4 · About MacTCP 

Settings Value 

Network Type 

I I' Address' 

(;a teway Address 

, ,,bnet Mask 

I )dault Domain • 

II' Address of Domain Name Ser ver 

Figure 4.33 Network parameters 

J . II should be noted that the IP Addresses 192.0.0.x and 12B.O.x.x arc considered to be invalid Ii> 

Addresses according to RFC 11 22, and MacTCP will not anow you to assign your Macintosh one of 

these addresses. Because some TCP/ IP stacks do allow you to set up you network with said network 

numbers, you will have to reassign your networks IP Addresses in order to use MacTCP on )·ou r net

work. 

Page 53 

Network Type If you are using an Ethernet card, make sure that you select the 

Ethernet icon in MacTCP. LocaiTalk users should venfy that the!!' 

Ethernet to LocalTalk gateway is set up to properly route IP packets. 

t I' Address This would be the assigned IP address for your Macintosh. If you are 

using Dynamic Addressing with a Ethernet to LocalTalk Router, you 

should write ('dynamic" in th is field. 

(;uleway Address This would be the IP Address of any IP gateway running the 

Rout ing Information Protocol (RIP), including Ethernet to 

LocalTalk routers, such as an Ether'Route or a FastPath. If you would 

like MacTCr to attempt to ascertain the appropriate value for your 

router, use the default Gateway Address of 0 . 0 . 0 . o. 

Subne! Mask This is the subnet mask used by your particular network, and 

should be ver ified with your System Administrator. When you supply 

MacTCP with your IP Address, MacTCP wil l fill in the default Sub

netMask for your par ticular network. Under most circumstances, 

this value will be correct, but you should ver ify it anyway. 
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Default Domain is the text descriptor for your particular network, if you arc 
uSll1g Domam Names Services. For example, at MIT the machine 
nam~d zuric~ is i~l the domain a i . mit . edu. Any other 
machme on thiS particular subnet would also have the default 
domain of ai . mi t . edu. 

IP Address of Domain Name Server is the IP address of a host on your subnel 
that is runn ing the named daemon. If you do not have a domain 
~ame server on your network, do not enter any DNS information 
mto MacTCP. 
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Chapter 5 

USING NFS/SHARE 

5.1 Setting up NFS/Share 

lIefore using NFSIShare, make sure that you have installed and configured 
~'l.lcTCP. After MacTCP and NFS/Share have been installed on your machine, you 
·.Iotluld run the NFSITest program to verity that your NFS server is up and run
,li llg with the necessary daemons. Make sure tha t you have AppleShare installed, 
loy looking for its document in the Chooser and checking to see if you have either 
1;I,t Privileges ... (System 6) or Sharing ... (System 7) in your File menu. If you do 
1",1 have AppleSI,"re installed, install it from your Apple System Software installer 
Ili .... k.s by running the Installer application. 

it 
To use NFSIShare you must have at least one authentication dae

I mon running on your machine. The choices are NTS, PCNFSD or 

• BWNFSD. 

II you are using NrS as your authentication daemon, select NIS Domain from the 
pHpUp menu and enter its domain name in the dialog box. (The popup menu is 
I, " .lled to the right of the Select button. ) The N[S domain that you enter will be 
lloe defa ult NlS domain for all the dynamically located hosts. Any hosts that you 
".I t! manually (necessary for servers in other subnets or on the other side of a 
1, .. ,leway) will require you to enter the NIS Domain in the respective Add Host dia-
141/" . 

5,1.1 Adding remote hosts 

'1 lllllctimes you may need to access a host that is not available locally. To add a 
110.... \ that does not automatically appear in NFS/Share's server list to your avail
"Iole hosts list, Select Add Host in NFS/Share's pop-up menu. [n the Add Host dia
l! 'g. fill in the Name text area with a descriptive string for the remote host, as you 
\V. lll \ it to appear in the Chooser's list, and fill in the Server text area with either 
Il'e host name of the remote host or its [P address. [f you are using N[S to authen
I" .lle, enter the correct NIS Domain in the last fi eld of the dialog. Click Add to 
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return to the Chooser and your new NFS host will be listed in the host list. 
Remote hosts are mounted in the same manner as that of local hosts. 

0 Chooser ~ 

~ /!I <l-

I 
Choose on NFS Server' 

Intercon com v 
App!~~n.rt l~1. rWr; t,r disco lntercon com 

'; I;::~;, iY b I ~ 
tll tMod.m .... tlf~~~r~ ... 

AppleTolk Zones 

3rd Floor " 4th Fl oor , , 
4th Fl oorA Remove Host... , 
4th Fl oorS _._ .................. ........ _ .. _._. 
EtherTolk ~ NIS Domain ... 
Expen mentol Preferences ... I-
Phase I I - .. _ .. _-_._---
lIDP " AppleTol NFS/ Shol"e'" ... 

70 

Figure 5.1 NFS/Share's pop-up 

5.1.2 Mounting a volume 

Mounting a volume with NFS/Share begins by opening the Chooser in the Applo 
menu and selecting the NFS/Share icon. After a brief pause, a list of local NPS 
hosts will come up in the list box. (A local host is defined as any host that reside~ 
in your IP Sub net and on your Macintosh's side of the Gateway. ) If you do not 
have a Domain Name Server, you wi ll see a li st of lP addresses instead of host 
names. MacTCP will simulate a Domain Na me Server automaticall y tf you cntcl1 
your NFS servers as "A" records in your hosts file, located in your System Folder. 

Mounting a volume wi th NFS/Share is achieved through the following steps: 

~ Odd fi n NFS Server: 

NlIme: !<common Name> 

Server: I< !lost Nome UP Address» 

NIS Oomoln: IL'iccf .cus",e"d_' _______ -' 

I~I 

Figure 5.2 Adding An NFS Server 
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,/ Select the server you wish to mount and click Select. A dialog will come 
up asking for a username and password. This is the same username and 
password that you usc to log on to a terminal session with the selected 

machine. 

,/ The Select a Volume To Mount dialog is a user-definable volume list. 
Volumes are listed in this dialog by their volume name and are mounted 
by double clicking the entry. NFS/Share will only allow you to mount 

onc volume at a time. 

,/ To add a mount point, click the Other button. The Mount Point field is 
the path name on the NFS server that you intend to mount. The Volume 
Name field specifies the name of the NFS/Share icon that identifies the 

volume on the Macintosh. 

,/ Click the Mount button and NFS/Share will mount the volume. (The 
other options found in the Edit Mount Point dialog wi ll be covered in the 

following text.) 

~ Login: 

User 10: Ibob 

Password: I·····t .....•.. ~ 
I~I 

Figure 5.3 Logging in 

5.1 .3 Adding a volume 

I he Select a Volume To Mount dialog is a list of defined mount points relative to 
Ihe chosen NFS server. To add a volume to this list, follow the steps below. 

,/ Click Other in the Select a Volume To Mount dialog and the Edit Mount 
Point dialog will come up. If you are using NIS for authentication, the 
Mount Point text area will reflect the path to your default user directory. 



Page 58 
Chapter 5 • USING NFS/SHARn 

,( Enterledit the Mount Point field for your volume and give it a name in 
the Volume Name field. (Note: The volume name which appears o n your 
Macintosh desktop can only be edited in this dialog. You can not change 
it on the Macintosh desktop. ) 

,( Click the Save button and the volume definition will be added to the 
Select a Volume To Mount dialog. Any options that you select before 
clicking Save will be attached to the volume definitio n. 

~ -_ .. 
---

~ -_ .. 
---

~ Select Uolume to Mount 

~NfLdaue 
/fb big 

Cent rill Rrt ril es 
Public fold er 
nrc's 

D Sfwe Prlssword 

n Mount 11 [ Ca nce l 1 [ Other... ) [ [Ilit,,, 

Figure 5.4 Selecting a Volume To Mount 

The mo unt point can be any path that you desire as long as it is 
within an exportable file system. In other words, if you have / usr 
exported to you, yo u m ay directly mount any path within / usr. 

It is not necessary to mount a volume in order to add its definition 
to the Volu me List. If you have several volume definitions that you 
wish to add to NFSIShare's configuration, simply cl ick Other and 
then click Save for each defined Moun t Point. This wilt retu rn you 
to the Volume List dialog witho ut mounting the volume. 

5.1.4 Maintaining Desktop Information 

When adding or editing a volum e definition , one of the avai lable options is the 
Maintain Desktop Information checkbox. NPSIShare keeps your volumes desktop 
in fo rmatio n in memory while the volume is mounted and if th is option is 
selected, that information will be saved to d isk when that vol ume is unmounted 
or when your machine is shut down. 
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When NFSIShare mounts a volume, it looks in the System Prefe rences Folder to 
,cc if there is any saved desktop inform at ion to be loaded in. If it is found, that 
" ,"mnation wilt be used to seed NFS/Share's desktop cache for that volume, 
,cgardless of whether or not the Maintain Desktop Information option is on . 
Ikcause of this, a user ca n establish a default desktop for an NFS/Share volume 
I hat will always be the same every time the volume is mounted. To do this, mount 
Ih e volume with the Maintain Desktop Information ch eckbox selected and 
.,,-range your folders and icons as desired. Unmount the volume by dragging it to 
lht.: trash. Before you remo unt the volume, edit the rnoU}l t point by selecting it in 
I he Select a Volume To Mount dialog and clicking the Edit button. Turn off the 
Muintain Desktop Information option and click the Save button. Now when you 
Il' lllount the volume, clll of the saved icon positions and window sizes will be as 
Ihey were when you first set them, but any changes that you make to the desktop's 
,l ppcarance wiJI not be saved when you unmo unt the volume. 

~ EdU Mount Point 

Mount Point: I / diSk / usr/ bOb IB 
Unlume Name: LI M-"y,-,H::co:::m:.::ec:D:::'~,--___ _ 

[gj Main tain Des ktop Info 

D Rulo-Mounl o t 0001 

II Sauc 11 I Mount ] [ Cencel I 
IOptions ... ] 

Figure 5.5 Editing a Moun t Point 

5.1 .5 Auto-mounting 

"'lecting the Auto-mount At Boot option when editing a volume definition speci
IIL's that the volume will be automatically mounted when you sta rt your machine_ 
II vo lume designated for auto mounting will show a small boot icon beside it in 
I he Select a Volume To Mount dialog. If the Save Password optinn is checked in 
Ihis d ialog, all auto mounting volumes from this host will be mounted using the 
I, 'goo n information that was last used to access this host with NFS/Share. 

5.1.6 Filenaming options 

I he Options button will bring up a list of poss ible naming scheme options for 
1!'. II !Slating Macintosh filenames to filenames suitable for you r NFS server. The 
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default (8-bit) items in the pop-up menu indicates that NFS/Share will allow any 
legal 8-bit ASCII character to be used in a filename. Only the character "I" will be 
quoted when written to the NFS server as it is an illegal character for a filename. 
The 7-bit option indicates that only 7-bit ASCII characters in a filename will be 
unmodified when they are written out to the NFS server. In practical terms, this 
option will never affect how you view the files with NFS/Share. Only when you 
view the files names from the host side will you notice that certain characters have 
been replaced with ((quoted" characters. 

~ ~ Set Mount Options 

II SO"" II [ [once I I 

Figure 5.6 Mount Options 

The conventions for a quoted character is a percent sign (%), followed by two 
digit hex codes representing the ASCII value for the original character. It should 
be noted that the 7-bit option will yield longer server-side filenames, as more 
characters that are common on the Macintosh will end up being quoted. The file
naming options should not be used unless you have specific limitations on your 
NFS server that require you to write 7 -bit ASCII filenames. 

5.1.7 Allocating memory for NFS/Share 

NFS/Share allocates the memory it requires to operate at INIT time (when YOll 

start your machine). Initially, NFS/Share is configured to allocate enough mem 
ory to mount two volumes. If you need to mount more volumes, you can give 
NFS/Share more memory by selecting Preferences in NFS/Share's pop-up menu 
found in the Chooser and entering the number of volumes that you need to 
mount. NFS/Share will also tell you how much memory it will allocate. After 
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II laking changes to this area, you must restart your machine before the changes 
IV i II be reflected. 

MaHlmum Disks: lI3~ _____ _ 
'"' S44k 

1~1 

Figure 5.7 Allocating Memory for NFS/Share 

5.2 Disabling NFS/Share 

I r yoo need to temporarily disable NFS/Share, start-up your Macintosh with the 
Option Key held down until you see the NFS/Share Disabled icon appear. (See 
Il l'pendix A) Because the Option key is also used to disable many other inits, you 
,",'y choose to press the Option key just before NFS/Share is ready to load. Inits in 
rOllr system load in alphabetical order, so you need only wait for the icon of the 
," il that comes before NFS/Share to display before depressing the Option key. 

Il lso, during start-up, holding down the A key will prevent NFS/Share from 
"'minting any volumes, but will still load NFS/Share. 

5.3 User Tips 

5.3.1 Automounting 

N I'S/Share will only remember a single user profile per selected server. What this 
111 l' ,IIl S is that if you have a server named bob.mudfish.org, and you have set up a 
\1.ilHne on that server to auto-mount, a subsequent mount of a volume on bob.
'1I IIdf"lsh.org as another user will change the user and password that NFS/Share 
will li se for the auto-mounted volume the next time you start your machine. To 
,I"oid such a conflict, manually add a second reference to your NFS server with 
1111' Add Host item in the popup menu. Assign this reference a unique name and 
11 ',( ' it when you intend to mount a volume with an alternate password. 
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5.3.2 Exporting file systems 

On your NFS server, the file letclexports controls who may have access to certain 
directories or fi le systems. A letc/exports file may look like this: 

letc -access=dave.bob.mudfish.org 

lusr -access=SalesGroup 

Ifree 

In the above examp le, jete ma y on ly be accessed by the machine named dave.
bob.mudfish.org; / usr may be accessed by anyone who is a member of the net
gro up SalesGroup, and / free is open to any NPS client. 

~
___ It is not possible to mount as the root user. If you attempt to do so, 
0::: yo u Will be assIgned a UID of -2, which is the same as N FS's 

'(nobody" user, 

5.4 Permissions 

NFSISha re provides access to server folder permissions via AppleShare's Privileges 
mterface. Normally, folder and file permissions are modified from the host sidu 
via commands like UNIX's ehmod command. 
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5.4.1 System 6 

lInder System 6, you can access the permissions interface by selecting Get Privi
leges ... in th e File menu. To access this menu item, select a fo lder within a 
lllOunted NFS volume and then select Get Privileges ... in the File menu. 

New Folder 
Open 
Print 
Close 

'iN 

'"'" 

Get Info ~ I 

Oupll co te 3CO 
Put BUlIlI.! 

Poge Se tu p ... 
Prin t Directory ... --_.-_._---
[!EH I :::or: 

;0 Rccess Priuileges ~ 

LJ muttr s 

.... htrt j b'o), /big on s~rv.r .1 
lntfrcon,corn , vi. tIFS! Shirt"" 

Loggtd on is: r le k 
Pr ivilogu: St t Fold . rs, SU Fil lli , M. k, 

Ch l ll9ts 

0"",... Group Ev trY 0nl 

SH F"o\d,rs : ~ ~ (8J 
S .. Filn : [8J [8l [8l 

Mtk. Ch1tl9n : lEI I2J 0 
ChVlqe All Enc losod f oldtr t .O 

-----_ .. 
Undo I 11 Soue I 

lIs in the example, an Access Privileges window will come up for the selected 
lolder, presenting you with access information for the folder. 

Where Indicates the name of the volume) the pathname as located on the 
server, the server's name and the fact that you are accessing the folder 
via NFS/Share. 

I.ogged on as Tndicates the username that privileges for this volume are based on. 

I"'ivileges This line will indicate the privileges that the user has to this folder. 

Owner Indicates the user who owns this folder. 

(~l'oUp Indicates the group that this folder is assigned to. 



Page 64 Chnp!er 5 . USING NFS/SHARE 

The check boxes in the lower section control the ac tual privileges to the folder and 
any enclosed folders. After modifYing any of the check boxes, click the Save but
ton and an chrnod bits will be modified accordingly. 

You can not change permissions fo r a folder unless yo u own it. 
Additionally, you must be using either NIS o r PCN FSD2 in order to 
change the group of a folder. 

5.4.2 System 7 

Under System 7, the Get Privileges ... l11 enu item has been replaced with th e 
S.haring menu item. The wi ndow that is displayed after selecting Sharing in the 
File menu is nearly identical to the System 6 Access Privileges window. 

IJII!I 
New Folder .ON 
Open ". 
Prin t ". 
Cl ose Window ,"W 

D 'l'h.r.; NFS....dlV. 

Conn.ct. d As; d4v. 

Ge t In(o ," I 
Pr h ile,.s; s., Fold.rs, Sft Filu. M. k. Ch4ll9u 

, , 
Duplicote "'. So. So. H.kp 

Foldt'r s FilH "" ... " 
Make Rlias 
Pu t "WilY ,", V 

O .... ner : Idn. I 0 !EI !EI 
UstrlGroup : 111. (( I 0 0 0 

Find ... '" FInd Rg oln ," G 
EVt r .. OII. 0 0 0 

o H.k, i !l curren ll .. tt\el~Sld folders Iil:f thil on, 

Page Setup ... o C.,, ' t MoI'MVfd, r .nlfMdor d.lttld 
Print WIndow .. 

Th e only addition to the window is the Can't be moved, renamed or deleted check 
box. After making changes to this window, simply cli ck the window's close box 
and you will be asked to confirm th e changes. After confirmation, the appropriate 
chmod fl ags will be modified for the selected fold er and enclosed folders if 
required. ' 
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5.5 Time Zone 

NFS reports file time-stamps in GMT time. If you want your times to view cor
rectly when accessing files from NFS/Share, you must set your time zone with the 
Map Control Panel that is included with all Apple System Software. 

liltitude 

ml 0 

The easiest way to set your time zone is to type the name of a major city, in your 
1 illle zone into the text files and click the Find button. If the city is found, a small 
, Iar will fl ash in the map area over the geographical location of the city. To set the 
location, click the Set button and close the Control Panel to save your changes. 

[l§J It is important to note that time stamps are stored in GMT on the 
""' host. When you do an "Is," the host offsets the time stamp according 
--- to current Time Zone and also makes adjustments for Daylight Sav

ings Time. NFS/Share currently makes adjustments for Time Zone 
only and none for DST. If you wish to have your time offset for Day 
Light Savings, modifY the Time Zone value in the Map Control 
Pan el. 
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5.6 Aliases 

Under System 7, you may make aliases ofNFS/Share's volumes, folders and files. 
If a volume is not mounted when you try to access an alias) the volume will auto
matically be mounted. 

NFS/Share aliases contain your usemame and password and there
fore can be copied to any System 7 Macintosh and function with 
your perm issions. It should be noted) however) that if you change 
you password) existing aliases will cease to function. 

It should also be noted that NFS/Share aliases do not load Saved Desktop info for 
the volume and they do not save Desktop Info when you unmount the volume 
either. 

5.7 File Locking 

Any file locking calls made by the Macintosh are translated in lock calls suitable 
for BWNFSD. If BWNFSD is not available on your NFS server, the command will 
not fail because there is no appropriate error condition available on the Macin 
t~sh to desc~ibe this situation. This should not be a concern unless you are run. 
~Ing a mulh-user database such as 4D or FoxBase) beca use file locking is only 
mtended as a "s~fety feature" to prevent multiple applications/user from writing 
to the same sectIOn of the file . If you feel that you may be in a situation where suc
cessful file locking is a necessity, compile and run BWNFSD on your NFS server. 
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Chapter 6 

• ADMINISTRATION NOTES 

6.1 Server Requirements 

", use NFS/Share as an NFS Client, you must have an appropriate NFS server on 
VilLII' network. Attributes of the NFS server are the NFS server itself and an 
.Iut hentication server. It is also suggested that the server (or some host on the net
work) provide a Domain Name Service for host name to IP number mapping. 
II lso, if you intend to share data between Macintosh clients, you should also have 
" Ii Ie locking protocol available on your server. 

6.1.1 User Authentication 

NI'S/Share supports three separate authentication methods: NIS (formerly Yellow 
I','ges or YP), PCNFSD or BWNFSD. If available, NFS/Share will prefer NIS over 
I he other methods. 

NIS: NIS is provided by Sun Microsystems, Inc. and many other worksta
tion manufacturers for use in network environments to provide cen
tralized user authentication and information services. To use NIS, 
NFS/Share must be given the NIS domain name (not to be confused 
with the DNS (or Internet) domain name.) This can be entered for 
individual hosts at the time that the host is being added with the Add 
Host command, or as a default for automatic hosts by selecting NIS 
Domain from the pop-up menu and entering the NIS Domain name 
in the text dialog. NIS supports UID to name mapping, allowing you 
to view the owner and group name assigned to a folder when you 
view its permissions via AppleShare's permission interface. 

rf you are unsure of your NIS Domain) you can ascertain it by using 
the domainname command at the TELNET prompt of any host 
running NIS. Remember, the NIS Domain is not the same as your 
Internet Domain. They may have the same values) but this is not 
necessarily so. Use the domainname command if you have any 
doubts about your NIS Domain. 
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BWNFSD: BWNFS O is provided with NFS/Share and can be found in the 
BWNFSO folder on the distribntion fl oppy. This protocol is basically 
a superset of PCNF'SO with the locking features of LOCKO. BWNFSD 
is used for authentication if NIS fails to respond or is not present. 
BWNFSD supports UID to name mapping, allowing you to view the 
owner and group name assigned to a folder when you view its per
missions via AppleShare's permission interface. 

PCNFSD: PCNFSD is provided by worksta tion m anufacturersorby Nl'5clien t; 
manufacturers to provide simple user authentication services fOI 
non-UNIX clients. If no NIS domain is specified, the selected N I 
domain fails to respond, or if BI'INFSD is not present, PCNF'SD is 
automatically queried. PCNFSD version I does not support UID to 
name mapping, so the owner and group of a folder will be displayed 
as numerical data when viewed from the AppleShare interface. 

6.1 .2 Domain Name Service 

It is strongly suggested that you have a functioning Domain Names Server in usc 
on one of your hosts. Altho ugh not required, a Domain Name Server maps net
work IP addresses to host names and visa-versa. This is convenient, because it is 
easier to remember a meaningful host name than it is to remember an IP address, 
If a Doma in Name Server is unavailab le, use a hos ts file as described in Chaptcl1 

4, "About MacTCP." 

6.1.3 File locking 

File and byte-range locking together p rovide the basis for Macintosh NFS clients 
to share data fil es and applications which arc resident on an NFS volume. With
out file locking capabilities, volu mes which are to be accessed by multiple Macin
tosh clients simultaneously should be considered read only. NFS/Share supports 
two methods for file and byte range locking. 

LOCKD: LOCKO is provided by SUN Microsystems, Inc. and many other 
workstat ion manufacturers for use in nehV'ork environments to pro
vide file and byte-ra nge locking capabilities. On ly versions 3 and 
above are supported by NFS/Share.lf you have an older version, YOll 

will need to obtain a newer version to utilize its features with NFSj 
Share. 
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IIWNFSD: BWNFSD provides file locki ng and byte- rangelocking capabilities for 
N FS clients. It is strongly suggested that you mstall BvlNFSD to pro
vide locking capabilities even if you are using another protocol. 

[FiJ 
Programs that make use of file ~nd/or byte range locking wil!.work 

:;,~ over NFS/5hare even if fIle lockmg services are not present. I hiS IS 
-_. because the Macintosh File Manager docs not have any error code to 

indicate the lack of file locking services and will therefore not rewrn 
an error condition. However, this should not produce any negative 
effects for your operatio ns unless YO LI are

1

using a program that 

depends on the calls being truly sucessful. 

6.2 Technical Information 

This section describes some of the procedures used by NFS/Share and by som e 
N 1'5 servers. The purpose of this section is to a id in debuggmg NFS/Share config-

Ilrations. 

6.2.1 Server display 

When NFS/Share is selected in the Chooser, it attempts to find all of the NFS 
',nvers that are on its local network. This is achieved by sendu:g a broadcas.t call 
ttllhc portmapper for MOUNTD.lf any machines respond, theIr IP numbels arc 
\ ' ,nverted to names (if a DNS is available) and they are displayed in the Chooser 

window along with hosts which have been added manually. 

I I' no hosts are found during this search, NFS/Share does not see any NFS servers 

I t k '['h,' s occurs commonly with AppleTalk to Ethernet gateways, 
IIll t 1e ne wor . . db 
hccause the broadcast packets which are sent by the Macintosh are not receIve y 
Ille host because the gateway does not forward them. 

II' you need a host which does not show up by default, just add it using the Add 

lIost item from the pop-up menu. 

6.2.2 Mount point display 

When you select Other from the Select Volume To Mount dialog, NFS/Share 
'Ihl;.lins a list of available mount points from the NFS server. Thes~ mount POl11ts 
.11'e inserted into the pop-up menu to the right of the Mount Pomt text box. In 
\ ,rder to keep the amount of clutter down in this menu, NFS/Share attempts to 
weed out entries which would not be accessible from the Macmtosh client (most 
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commonly the root and swap partitions for diskless hosts.) The algorithm deletes 
all mount points which only have what it believes to be fully a qualified host name 
that does not match its name in the rest rictions. If a mount point has ANY 
restriction entry which does not have a '.' in it, NFS/Share assumes it to be a net
group reference and treats it that way. Therefore, if you intend to use any restri c~ 

tion entries tha t refer to particular hosts, use the fully qualifi ed name for that 
host. 

6.2.3 NIS algorithms 

NFS/Share keeps track of the NIS domains which are used to authenticate a user 
for NFS purposes. To find the NIS server, it first checks the internal cache to see if 
it has already been located. If th is is the case, the same IP address and port are 
used unless the server does not respond. When the server is not in the cache) th e 
NFS server is qu eried with the Bind protocol and then the Serve protocol if 
that is not successful. If neither of these methods work, a Bind broadcast is sent 
to search for the domain server/binder. 

In light of this, we strongly su ggest that yo u have Bind and Serve programs 
running on your NPS servers if you intend to usc NIS. 

6.2.4 File system shutdown information (rwall) 

NFS/Share supports the rwall protocol for notification of system downtime or 
other crucial information. When an rwall call is received, NPS/Share brings up 
a dialog with the text of the message. 

6.2.5 Packet size backoff 

When NFS/Share senses a loss of commUll ication with a server, it will attempt to 
reduce the size of the datagram packet and reestablish communication. In many 
instances, this will occur immediately when using NFS/Share over a LocalTalk to 
Ethernet gateway. In common NFS sessions, you should expect Ethernet devices 
to utilize 8K VDP packets, and unbuffered LocalTalk to Ethernet will normally 
usc IK VDP packets. Packet size backoff only occurs with reads. 
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6.3 Special Notes 

6.3.1 INIT management utilities 

INIT management utilities can cause numerous problems. Some symptoms to 

w,I\I.:h for include: 

The NFS/Share icon not showing up during start~up time. Check to see 
that NFS/Share has not been disabled by the init manager. 

NFS/Share comes up with an IP error. Make certain that MacTCP comes 

up before NFS/Share in the load order. 

NFS/Share comes up with a DNS error. This can be caused by init man
agement utilities that change the TYPE and/or CREATOR of INlT's and 
CDEV's. If this happens, MaeTCP (which contains the Domam N~me 
Resolver) can not be found by NFS/Share or any other MacTCP apphca
tion. Some init management utilities that do this will give you the OpltOn 

of not installing the INlT into the init manager. If this optIOn eXists, you 

should use it for both MacTCP and NFS/Share. 

II you have any difficulties with NFS/Share and. other. inits: i,t may help if you 
1,lace NFS/Share at the end of the load list by puttll1g a tIlde ( - ) as the first char-

Ih. ler of the file name. 

6.3.2 Configuration information 

I :" nfiguration information fo r NFS/Share is kept in your System Folder in ~ 
",Ider named Preferences. The settings files wlthll1 contam settmgs files and fold 
,'" for each host that you have accessed. In each folder for a host are fi les for any 
,Idi ned mount point that is using the Save Desktop InformatIOn optIOn. 

6.4 Server-Side Conventions 

6.4.1 Macintosh files 

NFS/Share can read and write Apple Single and Apple Double format files. By 
.!erault it creates Apple Double files because Apple Single Files can not be shared. 
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6.4.2 Text file conventions 

Nl~S/Share converts eR's to LF's when necessary and when it can confirm the texi 
contents in the file. As NI'SfShare must rcad the first part of the file to check fOI 
Apple Single format, is also checks for non-ASCII characters at the same time. 

6.4.3 Illegal file names 

NFSfShare will by default escape 'f' in a Macintosh file name by using a '%' and 
the appropriate hex dig it. Server side fi les which have greater than 31 character, 
or contain colon characters (': ') are cu rrently omitted from view by the Macin
tosh. All o ther characters in a file name are passed through manually. Sam" 
machines do not allow the '%' used by the Apple Double File format to annotate 
the resource fork of a file. The machines may have options to "gobble" or remap 
these characters and therefore fool NFSfShare into thinking that the file was wril · 
ten with the expected fi le name. The "gobble" option will remember that the fi le b 
supposed to have a '%' prefix, and will report the correct file name to NFSfSha l'~' 

when it requests it. 

NFSfShare su pports a 7-bi t fi le naming schem e that will quote any non 7-bi l 
ASCI! character. Using 7-bit fil e name restrictio ns may tend to yield longer fi le 
narnes on the NFS server, as more characters are potentially converted into their 3 
charac ter quote equivalents. The 7-bi t option is ava ilable for any mo unt point yin 
the Add/Edit Mount Point dialog. 

6.4.4 Symbolic Links 

Symbolic links are supported for both files and directories and are resolved based 
on the current mount point. Any relative link (including those which go above 
the maunl point) sho uld work fi ne. Absolute links will only resolve correctly if 
they are below the moun t point. For exa mple, to link / usr / mae / j o e to 
/ usr / joe wben the mount point is currently / usr / mae , use .. / .. / j o 
not / usr / joe . 

6.4.5 Host Authentication 

As an NPS client, your Macin tosh must be registered with the NFS server as" 
" trusted host," as RPC packets sen t by an NFS client con tain its host name to 
ensure that requests are only retu rned to author ized machines. In the UN IX 
world, NFS clients are listed in the j e te / host s fil e by their IP Address and 
internet host name. Each Macintosh should be assigned a host name that is eithcl' 
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H:gistered with the Doma in Na me Server, or is included as an "N' record in the 

~ lacTCP hosts file, located in the System Folder. 

II you plan to use server-based addressing with a LocalTalk router, such as a Fast
IlllhTM you will need to assign each possible address a host name and ent~r each 
,', Ihe hosts control file on the NFS server, and register each host name with the 
; hllnain Name Server, or enter them as C</\' records in MacTCP's hosts fi~e ' ,;o r 
nl11re information on the MacTCP hosts fi le, see section "4.8 The Hosts File on 

I"' l;< 5 1. 

6.5 Macintosh Conventions 

6.5.1 Desktop Manager 

N I'SfShare uses the Desktop Manager (introduced with AppleShare) to store 

I k "ktop information. This enables it to store said info~matlOn m. RAM .and ther~
Ilife eliminate contention problems. This approach IS compatible With Apple s 

11!tllre directives. 

6.5.2 Directory lO's 

' l illCC an NFS volume does not need to be mounted at the foot level, assigning 
directory !D's on a global basis would be impossible. Thcrdore, each user estab
h',llcs a local cache of file directory ID's which remain conSistent as long as Desk

IIII' Information is saved . 

6.6 BWNFSD 

IIWNFSD provides an alternat ive to using PCNFSD and LOCKD for user authenti
, "I ion and fi le locking on your NFS server. BWNFSD can be 1I1stalled 111 place of 
NIS LOCKD and PCNFSD, or can be installed with these programs Without con
I lid'. BWNFSD is not an NFS server, however, and you will still need NFS server 
.... rr ware to successfully use NFS/Share . If N1S is in place along wah BWNFSD, 
N1S will be queried for user authentication and BWNFSD Will be used fOl Its 5le 

I, u..: king features. 

I lie BWNFSD source code included with NFS/Share can be compiled on many 
I INIX®based workstations. You may, however, want to consult a knowledgeable 
I INIX programmer for assistance in compiling and i~ stall ing BWNFSD. The 
,,,, ,,I'ee code was designed to work with BSD (Berkeley), Su n Mlcrosystcms, AT&T 



Page 74 Chapter 6 • ADM INISTRATION No'r 

System III and System Y, Silicon Graphics, and SCO (Santa Cruz Organization) 
variations of UNIX. 

6.6.1 Compiling BWNFSD 

To build BWNFSD for your particular UNIX machine, you should create a dire 
tory for it, then copy the four files (bwloc k . c, bwprint . c , bwnf sd . c , 
and Makefile) from the bwnfs folder on the N FSIShare disk to it. Once YOIl 

have done so, you can make the program by typing one of the followi ng lines: 

make sun ; Sun or compatible running Sun-OS 

make bsd; Generic Berkeley Unix 

make sys5 ; GenericATT System III or System V 

make sgi ; Silicon Graphics machin e 

make sco; Santa Cruz Organization (SCO) 

make aix; IBM AIX for RS/6000 

6.6.2 Launching BWNFSD 

If the compiling and linking process succeeds, an executable file called bwnfs " 
created. You will want to change the permissions on this file and execute it to stal'l 
the BWNFSD program. You may also wan t to move it to a convenient directory 
(such as / usr !local/bin) and add itto your system start-up files so it will b(' 
executed every time your UNIX machine is restarted, 

For the purposes of NFS/Share, the only parameter necessary to start BWNFSD i, 
the name of any exportable file system. For example, one might launch BWNFSD 
with the following command: 

bwn fsd /tmp 

You may use any entry you found in your exports file as an exported filesystem, (1' 

long as that fil e system is exportable to th e machine running BWNFSD. Thi ~ 

parameter is necessary only to launch BWNFSD and has no effect on the opera 
tions of NFS/Share other than actually getting BWNFSD to run. 
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UWNFSD was written by Beame & Whiteside Software Ltd. of Ontario, Canada, 

'"Ill is currently distributed in the Public Domain. 
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Chapter 7 

• TROUBLE SHOOTING 

I'his chapter covers many common problems that an NFS/Share user may run 
,"10 when star ting out with NFSIShare. Each topic is covered briefly, and there
j! Ire is not intended as a guide fo r the casual Macintosh user. Consult with your 
nd work administrator, or system specialist for assistance if you experience one of 
[ l ie symptoms that are covered in this chapter. 

7.0 User Authentication 

I ht: message Invalid user name or password either indicates that you in fact have 
1 \'pcd in an incorrect user name o r password, or you do not have a proper 
.1111 hentication server installed on your host. 

III li se NFS/Share, you must have an authentication server running 011 your host 
III order for NFS/Share to "log-in." The possible authentication servers that are 
·.II !'ported by NFSIShare are NIS (formerly YP), BWNFSD, and PCN FSD versions 
I • II' 2. If you do not have one of these services available, you will not be able to 
.nll hcnticate to your N FS server. 

7.1 NIS Authentication Problems 

II YOli intend to use NIS as your authentication service with NFS/Sharc, YO li must 
1..11 N FSIShare what your NIS Domain is. The NIS Domain is a string that is 
,,·., igned to the NIS master server and is used byall NIS clients. If you are unsure 
Id your NIS Domain, telnet to th e host running NIS and type th e comma nd 
!. .lllo. inna me. This command will return your current NIS Domain. 

I" configure NFS/Share to use this NIS Domain, select NIS Doma in .. . in NFSI 
' ,h.ll'e's pop-up menu and type the NIS Domain (verbatim) in Ihe dia log. 

If you manually add a host with the Add Host. .. item in the pop-up 
men u, YO ll must enter the NfS Domain name there if it is used. 
NFS/Sharc will not apply the default NIS Domain when authenti 
cating to manually added hosts. 
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7.2 Host Authentication Problems 

The message A permission error prevented mounting indicates that the NFS client 
is not a "trusted host." To resolve this problem, enter th e host name and II' 
address of th e Macintosh in the hosts control file (Jetc/hosts under UNIX) . It is 
also recommended that you enter your Macintosh as an "A" record in MacTCP's 
hosts file, found in your System Folder. If you do not have a hosts file in your Sys
tem Folder, you should create one with any text editor (such as Teach Text) . and 
afterwards you should reboot your Macintosh to update MacTCP's DNS cache. 
See section "4.S The Hosts File" on page 51 for information on the format of the 
host file. 

7.3 Installation Problems Under System 7 

To use NFS/Share on a Macintosh under System 7, you must have MacTCP 1.1 ill 
your Control Panels Folder, and NFS/Share must be in the Lop level of your Sys. 
tem Folder and not in the Extensions Folder. The reason this is necessary is that 
NFS/Share must load after MacTCr in order to function, and it will load before il 
if it is placed in the Extensions Folder. 

7.4 Delays When Booting 

If NFS/Share seems to take a unreasonable amount of time booting, the problem 
is probably du e to misconfiguration of MacTCP-namely the Domain Nam e 
Server. When NFS/Share comes up at start-up time, it initializes MacTCr, whicll 
includes a "ping" of the Domain Name Server. Because MacTCP's Domain Namt' 
lookups are synchronous, yo u must wait for them to complete. If MacTCr is can 
figured w ith a Domain Name Server that does not exist or is not currently lIPI 

MacTCr will try several times La contact the Domain Name Server before finally 
returning control to NFSIShare. This can translate into start- up delays of 20-30 
seconds. If you are experiencing this problem, check your Domain Name Server':. 
status on the network, or delete the entry in MacTCr. 

7.5 Transmission Problems 

NFSIShare uses UDP/ IP via Apple's MacTCP. and it is the responsibility of tl", 
network connection device to be compatible with Apple's product to ensure rell 
able communications. If you experience any sort of transmission-related prob 
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\ems with NFS/Share, you may want to examine a traffic dump of the IP packets 
sent between the Macintosh and the NFS server. 

() Ile common transmission problem is caused by Ethernet devices that can not 
1I:lIldle packet fragments, or the high speed of the IP traffic associated with NFS. 
1\ packet dump will illustrate that NFS's 8K UDP packets are split into 7 Ethernet 
i"ragments. If the Ethernet device drops one of these fragm ents, the entire SK 
I JDP packets wi ll have to be transmitted again after a time-out period. You should 
I o tl sult with your Ethernet device's manufacturer 0\· try a different Ethernet 
device if you experience these problems. 

7.6 Ru les For Exporting Filesystems 

Any filesystem, or its proper subset can be exported from an NFS server. 
A proper filesystem is a directory that begins below the mount point to 
the parent filesystem. 

A subdi rectory of an exported filesystem can not be exported unless that 
subdirectory resides on a different physical device. Similarly, you can not 
export the parent directory of any exported filesystem unless the parent 
resides on a different filesystem. 

You can only export local filesystems. 

7.7 Symbolic Links 

N I'S/Share sup ports sym bolic links, however NFS does not suppo rt symbolic 
111 lk5 across logical filesystems. In practical terms, this means that if YO LI have two 
I .. t: ical filesystems, /bob and / fred, a symbolic link on / b ob that points to a 
Illider or file on Ifred can not be resolved. 



Page 80 Ch'lp!er 7 ' TROUBLE SHOOTING " Pl'endix A ' ERROR CODES Page 81 

Appendix A 

ERROR CODES 

When booting your Macintosh, take note of the NFS/Share icon, if there is a 
Ill'()blem, NFSIShare will display an alternate icon to indicate the error condition . 
Ik low is a list of the possible icons that you may see if there is a problem. 

MacTCP Initialization Error 
Th is icon indicates that Apple's MacTCP had a problem starting up. 
Check your configuration in the Control Panel to ensure that 
MacTCP is properly configured. You will also get this message under 
System 7 if you put NFS/Share in the Extensions folder, as it is load
ing before MacTCP. 

Domain Name Server Error 
This icon indicates that MacTCP's Domain Na me Resolver could not 
be jnitialized. If you are using MacTCP l.O.x under System 7, this 
icon may indicate that MacTCP is in the Control Panels folder. If this 
is the case, move MacTCP 1.0.x to the top level of the System folder, 
or install MacTCP 1. 1. 

Out of Memory Error 
This icon indicates that your Macintosh does not h~ve enough mem
ory to run NFS/Share. 

NFS/Share Disabled 
This icon indicates that the Option key was held down during boot, 
disabling NFS/Share. 

Unknown Error 
Check for possible INIT conflicts and call In terCon Technical Sup
port at 703/709-9890 Ext 230. 

Internal Error/Restart Machine 
This icon indicates that NFS/Share needed to make interna l con figu
ration changes and must be restarted in order for them to take effect. 
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File System loading Error 
This icon indicates that a portion of the NFSIShare code could not b" 
loaded during star t-up. 

Driver load Error 
This icon indicates that a portion of the NFS/Share code could not bt' 
loaded during star t-up. 

Table Expansion Error 
This icon indicates that there is not enough memory for NFS/Sh,,,'~ 
to rUll. 

Key Error 
This icon indicates that NFS/Share was unable to initialize your actl 
vatIOn key on the network. 
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Appendix B ~EMO coPy' 
I 

FORRESAlJ! 
• CHOOSER ERROR MESSAGES . 

When using NFS/Share in the Chooser, there are a number of diagnostics error 
lllcssages tha t you may encounter. 

No Such Host Exists 
rhe host you are attempting to access docs not exist on the network at this time. 

The Host Couldn't Be Resolved 
The requested domain name could not be resolved to an IP number. Check the 
"pclling that you entered for the host and reenter it if necessary. This error may 
,!Iso be caused by your domian name service going down. 

N I'SIShare Is Not Loaded, Please Re-Boot Before Proceeding 
The INIT portion of NFS/Share has not been initialized. This generally indicates 
,Ill error condition in relation to MacTCP. Check your configuration of MacTCP 
,lI,d under System 7, make sure that NFS/Share is in the top level of the System 
I'Illder and not in the Extensions Folder. 

Invalid User Name Or Password 
The user name andlor password that you have entered can not be authenticated 
Ily the host. Try entering them again or confirm your name and password with 
your system administrator jf you continue to have problems. This crror will also 
41( CUr if you do not have an authentication server on your host. 

The Volume Could No Be Mounted 
The volume that you have selected could not be mounted. Confirm that all neces
' .. ,ry NFS servers are properly installed and configured on your host. 

A Permission Error Prevented Mounting 
You do not have permission to mount this volume. This error wi ll occur if the 
~pccified mount point is not exportable to your machine (inapproprinte listing in 
Ihe letc/exports file or not in the appropriate netgroup) or if your Macintosh is 
llot a trusted host (Mac is not in the lete/hosts file) . 

( :ouldn't Find Mount Port For 
The specified server doesn 't currently have the NFS mount protocol running on 
il. Check the host and make sure it is running the mount server (MOUNTD) . 
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Couldn't Make Drive For 

NFS/Share could not mount the volume because a drive could not be created. 
This should not occur. 

Couln't Make Volume For 

NFS/Share could not make the volume because a volume control block could nol 
be created. This should 110t occur. 

Not Enough Memory To Mount 

NFS/Share has not been allocated enough memory to mount anolher volume. '10 
add memory to NFS/Share's heap, select Preferences from NFS/Share's pop-up 
menu in the Chooser, enter the number of volumes that you need to simulta
neously mount and restart the machine. 

Please Enter a Name and a Host 

NFS/Share requires both a Common name and a host name or IP number to idell
M 

lify the host. 

Need Both the Disk Name and Mount Point 

To mount a volume, you must supply NFS/Share with a mOllnt point (on your 
host), and a name to identify the mounted volUlne on the Macintosh's desktop. 
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Appendix C 

• GETTING HELP 

It" you need technical support, YOLI can get it through four different sources. 

Call at 703/709-9890 Ext:230 
FAX to 703/709-9896 (Label ATTN: Technical Support) 
rnternet e-mail to t ech@intercon . com 
AppleLink to D1988 (Label ATTN: Technical Support) 
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llefore contacting Technical Support, please compile the foll owing information: 

1'lOduct Serial Number ___________________ _ 

Macintosh model in use _ ____ _ ____________ _ 

IIAM (megabytes) _________________ _ 

iJpera ting System version __________________ _ 

INITs in use ___________________ _ 

Network connection & Brand (EtherNet Card. router ... ) _ _ _______ _ 

Ilost type (the computer you are connecting to I ___________ _ 

I lost IP address ___________________ _ 

Network mask _____________________ _ 

Your Macintosh's IP address ______________ ___ _ 

The above information is considered to be standard information by I nte~'Con 
'lcchnic"1 Support, so please try to have it available. You may want to Verify the 
host information with your Systems Administrator to ensure accuracy. 

Along wi th the above information, please write down any error messages as YOll 

sec them. 
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Featur~ requests are also welcome for any of InterCon's products. Please send 
them eIther to our e-mail or AppleLink addresses. 

If you send in your Technical Support request via FAX or e-mail, it would also be 
heipfullf you Included your compete mailing address and phone number. This 
wdl gIve the TechnIcal Support team the option of calling you back to discuss 
y?ur observations, and also to log you for extra prompt shipping of a future ver
SIOn of the program in question, if necessary. 
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• GLOSSARY OF TERMS 

nctive open The operation that a client performs to establish a TCP connection 
with a server at a known address. 

Active window The frontmost window on the desktop; the window where the 
next action will take place. An active window's title bar is highlighted. 

nddress resolution Conversion of an Internet address into a corresponding phys
ical address. This may require broadcasting on a local network. See arp. 

nlert A warning or report of an error in the form of an alert box, a sound from 
the computer's speaker, or both. 

nlert box A box that appears on the screen to give a warning or to report an error 
message during use of an application. 

ANSI (American NationaL Standards Institute) A group that dennes u.s. stan
dards for the information processing industry. ansi participates in defin
ing network protocol standards. 

AppleTalkA multimedia network architecture developed by Apple Computer 
and implemented on Macintosh and other computers and peripherals. 

npplication layer An iso layer of a network which performs services for the user, 
such as fi le transfer or mail services. 

ARP (Address Resolution Protocol) Used to allow a host to find the physical 
address of a target host on the same physical network, given the target's 
Internet address. 

nrp hack When one machine, usually a gateway, answers an arp request intended 
for another machine by supplying its own physical address, thus accept
ing responsibility for routing packets to the correct machine. Proxy arp 
is used to allow a site to use a single Internet network address with more 
than one physical network. Also known as proxy arp. 

ARPA (Advanced Research Projects Agency) Former name of darpa, a govern
ment agency that funded arpanet and later, the darpa Internet. 

ARPANET A long haul network funded by arpa and built by bbn. It served as the 
basis for early networking research and acted as a cent ral backbone dur
ing the development of Internet. It consists of packet switched nodes 
primarily located at U.S. universities, but includes connections at other 
sites as well. 

ASCII .(American Standard Code for Information Interchange) A code in which 
the numbers from 0 to 127 stand for text characters. asc ii code is used 
for representing text inside a computer and for transmitting text 
between computers or between a computer and a peripheral device. 
Compare ebcdic. 
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baseband A method of using a single carrier frequency for data transfer in an 
Ethernet or similar network. All stations o n a baseband network must 
take part in all transmissions. See broadband. 

baud The number of times per second a signal can change On a transmission 
line. . 

BBN (Bolt, Beranek, and Newman, Inc.) The company responsible for the 
development, operation and monitoring of the arpanet and the later 
Internet Core Ga teway System. A significa nt contributor to network and 
Internet development. 

big-endian A binary da:a storage/transmission form at in wh ich the most signi fi 
cant byte (or bit) comes first. The darpa Internet's standard is big
endian . 

BISYNC (BInary SYNChronous Communication) An early, low level protocol 

used to t ~ansmit data across a synchronous commun ication link. bisync 
uses special charac ters to mark the beginn ing and the end of da ta 
fram es. 

bit A contraction of binary digit. The smallest unit of inforI11ation that a 
comput:r can hold. The val ue of a bit (J or 0) represents a simple two-
way chOIce, such as yes or 110, on or oft~ positive or negative, something 
or nothing. 

BITNET (Because ft's There NETwork) A low speed, low cost network based at the 
City Universi ty of New York, connecting more than 200 universities and 
the European earn. It consists mostly of ibm mainframe computers con
nected by 9600 baud leased lines. 

bps 
bridge 

(Bits Per Second) A measure of the rate of data transm ission. 
A rout ing device lIsed to expand networks by transferring packets which 
are des tined for no n-local hosts to other netwo rks. llridges differ from 
repeaters because they "learn" abollt attached networks and forward 
packets accordingly. Sam e as smart repeater. 

broadband A system ion which many transmission signals are sent over a Single 
cable after being multiplexed. This allows many simultaneous transmis
sions to Occur including television and radio broadcasts over a single 
network. 

broadcast A m essage delivery system which del ivers a copy of a given packet to all 
hosts attached to the network. Ethernet is an example of a broadcast sys
tem. 

BSC (Biliary SYllchronous Communicatioll) An early, low level protocol used 
to transmit data across a synchronous commun ication link. bsc lIses 
special characters to mark the beginning and the end of data packets. 
Same as bisync. 

buffer A «holding area" of the computer 's memory where information can be 

stored by one program or device and then read at a different rate by 
another; for example, a prin t buffer. . 
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~l1tton A pushbutton-like image in dialog boxes where you click to designate, 
confirm, or cancel an action. See also mouse button. 

hyte A unit of information consisting of a fixed number of bits. On most sys
tems, o ne byte consists of a series of eight bits, and can represent any 
value between 0 and 255. 

CCITT (Comite Consultaif Internationale ele Telegraphie et Telephollie ) An inter
national organization responsible for setting international communica
tion standards. It defined the standards for the x.25 network protocols. 

character Any symbol tha t has a widely unders tood m,eaning an d thus can con
vey in formation. Some characters (such as letters, numbers, and punc
tuation ) can be displayed o n the monitor screen and printed on a 
printer. Co mpare control character. 

, haracter set The entire set of characters that can be either shown on a monitor 
or used to code computer instructions. In a printer, the entire set of 
characters that the printer is capable of printing. 

check box A small box or circle associated with an option in a dialog box. When 
you click the check box, you may change the option or affect related 
options. 

,hecksnm A small integer value computed from data being t ransmitted and used 
to determine whether the data contai ns errors. The value is computed by 
treating a series of octets in the data as integers and computing the sum. 
Checksums are computed at the generation of a datagram and then 
stored in the header. When a host receives the datagram it recomputes 
the checksum and compares it to the one stored. If they do not match, 
the data has changed in transmission and therefore is corrupt. 

choose To p ick a command by dragging th rough a menu. You often choose a 
command after you've selected something for the program to act on, 

d ient A program or m achine that requests services from a network or server. 
client-server The methodology of interaction between hosts in a distributed sys

tem where one host sends a request to another host and waits for a 
response. The client is the originator of the request , the server is the 
responder. 

click To position the pointer on something, and then to press and quickly 
release the mouse button. 

Clipboard The holding place for what you last cut or copied; a buffer area in 
memory. Information on the Clipboard can be inser ted (pasted ) into 
docum en ts. 

close box The small white box on the left side of the title bar of an active window. 
Clicking it closes the window. 

collision detection A method of detecting when two network stations simulta
neously attempt transmission , thus damaging both, Upon detecting a 
collision, a sender will stop transmitting and wait for the activi ty to sub
side before trying again. 
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Command key A key that, when held down while another key is pressed, causes a 
command to take effect. When held down in combination with dragging 
the mouse, the Command key lets you drag a window to a new location 
without activating it. The Command key is marked with a propeller
shaped symbol. On some machines, the Command key has both the 
propeller symbol and the Apple symbol on it. 

connection The patch between two protocols that provides reliable delivery 
stream service. 

connectionless service The packet delivery service offered by most hardware and 
by the Internet Protocol. It treats each packet or datagram as a separate 
entity that contains both the source and destination address. Connec
tionless service can lose packets or deliver them out of order. 

control character A nonprinting character that controls or modifies the way 
information is printed or displayed. On most computers, control char
acters have ASCII values between 0 and 31, and are typed from a key
board by holding down the Control key while pressing some other key. 
TCP/Connect II can generate control characters using the Control, 
Command, or Option keys. 

Control Panel A desk accessory that lets you change the speaker volume, the key
board repeat speed and delay, mouse tracking, and other features. This is 
where most of the MacTCP configuration is done. Under System 7, the 
Control Panel is simply a folder, found in the System Folder, that con
tains Control Panel Documents that now act like startup applications. 

controller A peripheral device connected to a computer to perform a specific 
task. 

core gateway One of a set of Internet gateways which exchange routing updates 
periodically to ensure consistency in routing tables. The core forms a 
central part of Internet routing because all groups must advertise their 
network paths to core gateways using the Exterior Gateway Protocol egp. 
Core gateways arc operated by inoc at bbn. 

CRC (Cyclic Redundancy Check) A small integer value computed from data 
being transmitted that is used to determine whether the data contains 
errors. Usually, packet switching hardware will compute a ere and 
attach it to a packet before transmitting the packet. When receiving a 
packet, the hardware will recalculate the crc and compare it with the 
value sent, to verify that the transmission was not damaged. crcs detect 
more errors than checksums but they take more time to compute. 

CSMA (Carrier Sense Multiple Access) A characteristic of network hardware that 
listens to transmission med ia and transmits when the media is idle. 

CSMAlCA (Carrier Sense Multiple Access with Collision Avoidance) A method of 
transmission using csma/cd with Positive Acknowledgement to avoid 
incidents of collision. 
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CSMA/CD (Ca rrier Sense Multiple Access with Collision Detection) A method of 
transmission using csma with a device for detecting if there is more than 
one transmission on the media at once. Ethernet is an example of a 
csrna/cd network. 

CSNET (Co mputer Science NETwork) A network providing Internet connections 
and mail delivery service using dialup. csnet also provides an Internet 
domain name server for members who cannot run their own. csnet was 
o riginally funded by the National Scien ce Foundation, but is now self-

sufficient. , 
OARPA (Defense Advanced Research Projects Agency) Formerly arpa. A govern 

ment agency that funded the arpanet and later, the darpa Internet. 
DARPA Internet The collection of gateways and networks, including the arpanet, 

mil net, and nsfnet, that use the tcp/ip protocol suite and operate as a 
single, vir tual network. It provides reliable full duplex stream delivery 
and unreliable connectionless packet delivery. It also features t11l1versal 
connectivity and applications level services such as electronic mail. 

data communications An interchange of information between systems. 
data link layer The second layer of the osi Open Sys tems Interconnect communi

cations model. It puts messages together and coordinates their Aow. Also 
used to refer to a phone link connection between two computers . 

• Iatabase A collection of data organized to make accessing the data efficient and 

easy. 
datagram The basic unit of information passed across packet-switched net~orks. 

Messages are transmitted in scattered order and the correct order lS rees

tablished by the receiving host. 
DCE (Data Communication Equipment) A term X.2S protocol standards use 

to refer to packet switching equipment in a network. It is the equipment 
located belween data terminal equipment dle and the network which 
establishes. maintains and term inates data connections. In common 
usage, dee is synonymous with a modem. 

ODCMP (D igital Data Communication Message Protocol) Digital Equipment 
Corporation's link level protocol. It uses serial lines, delimits fran:es 
with special cha racters and includes Link level checksums. nsfnet II1cor

porates ddcmp over its backbone lines. 
ODN (Defense Data Network) milnet and associa ted parts of the darpa Inter

net which connect to military installations. ddn provides both local and 
long-haul data communications and interconnectivity for the Depart
ment of Defen se systems and follows the DoD protocol suite. ddn is 
sometimes used to refer to milnet, arpanet and the tcplip protocols that 

they use. 
OECNETA network architecture developed by DEC (Digital Equipment Corpo

ration) which defines both protocols and specific physical implementa

tions, includin g Ethernet. 
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desk accessories "M ini-applications" that are available from the Apple menu 
regardless of which application you're using (for example, the Calcula
tor, Note Pad, Alarm Clock, Control Panel, Scrapbook, Key Caps, and 
Chooser. 

desktop On the Macintosh, the computer's working environment, the menu bar 
and the gray area on the screen. You can have a number of documents on 
the desktop at the same time. 

demultiplexor A hardware device which separates a single signal from a trans
mission line into several signals based on time or carrier frequency. It is 
used on broadband systems in combination with a multiplexor to allow 
multiple, simultaneous signal transmissions over a single medium. In 
general, it allows multiple hardware devices to use a single communica
tion link at the same time. 

deviee I' requently used as a short form for peripheral device. 
device driver A program that m anages the transfer of in forma tion between the 

computer and a peripheral device. 
dialog box A box that co ntains a message requesting more info rmation from you. 

Sometimes the message warns you that you're asking your computer to 
do something it can' t do or that you're about to destroy some of your 
in formation. In these cases the message is often accompanied by a beep. 

digit One of the charac ters 0 th rough 9, used to express numbers in decimal 
fo rm. 

dimmed command A command that appears gray rather than black in the menu. 
You can't choose a dimmed command, usually because the command 
would be unable to act o n anything. For example, in a MacWrite docu
ment the Cut command is dimmed unless you have selected a piece of 
text. 

dimmed ieon An icon that represents a disk that has been ejected. You can select 
or open dimmed disk icons, but you cannot open the documents on 
them. 

directory A pictorial, alphabetical, or chronological list of the contents of a folder 
or a disk. See also folder. 

disk server A network device which gives client hosts access to space on a disk 
drive. Clients are usually given dedicated non-shared space. 

distributed file server A system by which file systems residing on disks distrib
uted throughout a network may be made available to worksta tions 
which arc also d istributed througho ut the network. 

domain A part of the Internet naming hierarchy consisting of a series of name 
separated by periods. For example, in the host name bar.vax.edu. bar is 
in the domain vax. vax is in the domain cdu. 

DNS (Domain Name Service) Also referred to as a Domain Name Server, a 
DNS is an on-line distributed database responsible for mapping host 
names to their respective IP addresses. 
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dotted decimal notation The method of representing a 32-bit number with four 
8-bit numbers written in base ten and separated by periods. For exam

pie, 225. 128.52. 1. 
tlollble-dick To position the pointer where you want an action to t.ake p lace, and 

then press and release the mouse button twice in quick succession with

out moving the mouse . 
• Irag To position the pointer on something, press and hold the m ouse button, 

move the mouse, and release the mouse button. "When you release the 
mouse button, you either confirm a selection 9r move an object to a new 

location. 
«Iriver A term for software used to control external devices and I/O. 
liTE (Data Terminal Equipment) A term X.25 protocol standards use to refer 

to computers and terminals to distinguish them from the netw'ork to 
which they are connected . 

cillplex transmission Simultaneous two-way, independent: transmission of data 
between two computers or between a computer and a terminal. 

I'.ACK (Extended ACKnowledgement) See SACK. 
EARN (Eu ropean Academic Research Network) A network which connects Euro

pean universities and research facilities using BITNET technology. 
liIICDIC (Extended Binary-Coded Decimal interchange Code) A code used by IBM 

that represents each letter, number, special character, and control char
acter as an 8-bit binary number. EBCDIC has a character set of256 8-bit 

characters. Compare ascii. 
EGP (Exterior Gateway Protocof) The protocol exchanged between external 

gateways of autonomous systems to advertise the Internet addresses of 
their respective system members. Every autonomous system must use 
EGP to advertise network reachability to the core gateway system. 

lilA (Electronic industry Association) A US trade organizatio n which sets its 
own standards and contributes to ansi. They are known for RS-232-C 
and RS-422 standards for connection of terminals to computers and 

computers to computers. 
I\nter key A key that confirms or terminates an entry or sometimes a command. 
escape character An ascii character that, with many programs and devices, 

allows you to perform special function s when used in combination key

presses. 
Escape key A key that generates the escape character. The Escape key is labeled 

Esc. 
escape sequence A sequence of keystrokes, beginning with the Esc key. Escape 

sequences are used as codes to control printers and terminals (such as 

the decvtxxx series) . 
1',lhernet A best-effort delivery system using CSMAlCD technology developed by 

Xerox Corp., D igital Equipment Corp. and [ntel Corp. Ethernet is one of 

the most popular LANs today. 
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FDM (Frequency Division Multiplexing) A method of transmitting multiple 
independent signals across a single medium by assigning each a unique 
carrier frequency. See multiplexor and demultiplexor. 

file server A process running on a computer that provides network access to files 
residing on that computer to remote machines. File server is often used 
to refer to the computer running the server program itself. 

file transfer The copying of a file from one host to another over a network. 
Finder An application that's always available on the desktop. You use it to man

age documents and applications, and to get information Lo and from 
disks. 

Boppy disk A disk made of flexible plastic, as compared to a hard disk, which is 
made of metal. The term floppy is now usually applied only to disks with 
thin, flexible disk jackets, such as S.2S-inch disks. With 3.S-inch disks, 
the disk itself is flexible, but the jacket is made of hard plastic; thus, 3.S
inch disks aren't particularly "floppy:' See 5.25-inch disk, 3.5-inch disk. 

folder A holder of documents and applications on the desktop. Folders, like 
subdirectories, allow you to organize information in any way you want. 

font In typography, a complete set of type in one size and style of character. 
In computer usage, a collection of letters, numbers. punctuation marks, 
and other typographical symbols with a consistent appearance; the size 
can be changed readily. 

font sizeThe size of a font of characters in points; equivalent to the distance 
between the ascent line of one line of text and the ascent line of the next 
line of single-spaced text. Examples offont size are 12 point and 18 
point. 

fragment One of the pieces that results from an Internet Gateway dividing an ip 
datagram into smaller pieces for transmission across a network which 
cannot handle the original datagram size. 

frame A packet as it is transmitted over a serial line; a physical level transmis
sion. Derived from character oriented protocols which added start-of
frame characters and end-of-frame characters when sending packets. 

FTP (File Transfer Protocol) The high level Intern et standard protocol for 
transferring files from one machine to another. ftp is usually imple
mented at the application level. 

full dup]ex A connection between hosts on a network which allows concurrent 
transfer in both directions. This is done with two independent data 
streams flowing in opposite directions with no apparent connection. 

Fuzzball Term applied to both a piece of gateway software and the DEC LSI- ll 
computer on which it runs. Used as packet switches on the nsfnet back
bone network. 

gateway A special purpose dedicated computer attached to 2 or more networks, 
using unlike protocols, and routing packets between them. A gateway 
translates all protocol levels. 
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GBPS (Giga Bits Per Second) A measure of the rate of data transmission refer
ring to billions of bits per second. 
(Gateway to Gateway Protocon The protocol used by core gateways to 
exchange routing information. ggp uses a shortest path routing compu
tation . Under normal conditions, all gateways using GGP will eventually 

agree on routing information. 
half duplex A two-wire communication circuit or protocol designed for data 

transmission in either direction but not both directions simultaneously. 

Compare full duplex. 
hardware address The low level addresses used by physical networks. Each type 

of hardware has its own addressing scheme. 
IIDLC (High-level Data Link Control) An Internet standard link level commu

nication protocol. It is used in X.2S networks for link access protocol.lt 
is increasingly used by psn interfaces to transfer frames between a host 

and psn. 
hertz A unit of frequency equal to one cycle per second . 
hierarchical routing Routing that is based on hierarchal addressing by dividing 

the routing procedure into steps based on portions of the address. A 
gateway will use only the network portion of the address unless it can 
deliver the p~cket, then it also uses the host portion. Subnctting is a 

host 

liz 
ICMP 

icon 

method of adding additionallevds of hierarchal routing. 
A computer that participates in a data communication network. Host 
computers may be a mainframes, minicomputers, or microcomputers. 
(Hertz) A unit of frequency equal to one cycle per second. 
(Internet Control Message Protocol) The part of the Internet Protocol that 
handles error and control messages. It is used by gateways and hosts to 
report problems with datagrams to their source. icmp includes an echo 
requestlreply to test the reachability and status of a destination. 
An image that graphically represents an object, a concept, or a message. 
For example, an unopened MacWrite document looks like a sheet of 
paper with lines like writing on it; an unopened MacPaint document 
looks like a sheet of paper with a paint brush painting a line. 

idling signal A signal used to communicate that no data is being transmitted but 
a connection is still established. Without idling signals) a pause in trans
mission could be determined to be a lost connection and hang up. 

IEEE (Institute of Electrical and Electrol1ic Engineers) An organization which 
makes and publishes standards used in LANs. 
(Interior Gateway Protocof) A term applied to any protocol used to com
municate routing information and reachability within an autonomous 

system. 

IGP 

IMP (Interfact Message Processor) Fonner name for Packet Switched Nodes, 
the packet switches used in arpane t. See psn. 
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interactive Operating by means of a dialog between the computer system and a 
human user. 

interactive protocol A protocol that lets you communicate interactively with a 
host computer. In this kind of protocol, part or all of the contents of the 
screen memory is sent to the host when you press the Return key. You do 
not have to communicate with the host by sending it disk files. tel net is 
an interactive protocol. 

Internet See DARPA Internet. 
internet A collection of interconnected packet switched networks which function 

as one large virtual network by adhering to common protocols. 
Internet adelressThe 32 bit address, consisting of an Internet address and a loca[ 

address, assigned to a host that wants to participate with the darpa Inter
net using tcp/ ip. 

Internet Layer An iso network protocol layer providing host-to-host delivery 
over an internet. This layer encapsulates messages in ip datagrams and 
determines delivery pathway information. It is also responsible fo r han 
dling these datagrams when they are received. 

Internet Protocol The darpa Internet Standard Protocol which defines Internet 
Datagram as the unit of information passed across the Internet and pro
vides the basis for connectionless, best-effort delivery service. 

interoperability The ability of many types of hardware and software on many 
different machines from many different vendors to communicate mean 
ingfully. 

IP (Internet Protocol) See Internet Protocol. 
IP datagram The basic unit of information passed across the internet containing 

source and destination address along with data. 
ISDN (Jlllegrates Services Digital Network) A proposed digital network provid 

i.ng voice and digita l network services through a single medium. ccitt 
controls the protocol and technical standards for isdn. 

ISO (International Standards Organization) An international organization 
which specifics international standards for many things, including net
working protocols. 

ISO layer A model containing 7 conceptual layers, each providing a set of services 
which arc used in network operations. 

KBPS (Kilo Bits Per Second) A measure of the rate of data transmission refer
ring to thousands of bits pe, second. 

kilobyte (K) A unit of measuremen t consisting of 1024 bytes. In this usage, kilo 
(from the Greek, meaning a thousand) stands for 1024. Thus, 64K mem
ory equals 65,536 bytes. See also megabyte. 

LAN (Local Area Network) Any physical network techno[ogyoperating at high 
speed over a short distance. Operational speed ranges from tens of mbp~ 

to several gbps. 
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Iittle-endian A binary data storage/transmission form at in which the least signif
icant byte (bit) comes first. See big-endian. 

mail bridge A mail gateway which screens mail passing from one network to 
another for security and administrative purposes. 

mail exploder A program which accepts a piece of mail and a list of addresses, 
then sends a copy of the message to each listed address. 

mail gateway A machine which connects 2 or more mail systems and transfers 
mail among them. They are llsllally used between dissimilar systems on 
different networks, in which case it will refornlat messages according to 
the destinations mailing system rules before forwarding the message. 

Mail Server The software and machine which provides message transfer services 

on a network. 
MAN (Metropolitan Area Netwo rk) Any physical network technology operating 

at high speed over distances sufficient to cover a metropolitan area. 
Operational speed ranges from hundreds of mbps to several gbps. 

martians A term used for packets which unexpectedly turn up on the wrong net
work, usually because of incorrect routing. 

MBPS (Mega Bits Per Second) A measure to the rate of data transmission refer
ring to millions of bits per second. 

MediurnA point to point electronic communication pathway. 
megabyte (M b) A unit of measurement equal to J 024 kilobytes, or J ,048,576 

bytes. See kilobyte. 
menu A list of choices presented by a program, from which you can select an 

action. In Macintosh) menus appear when you point to and press menu 
titles in the menu bar. Dragging through the menu and releasing the 
mouse button while a command is highlighted chooses that command. 

menu bar The horizontal strip at the top of the screen that contains menu titles. 
menu title A word, phrase, or icon in the menu bar that designates one menu. 

Pressing on the menu title causes the title to be highlighted and its menu 

to appear below it. 
microsecond One millionth of a second. 
mid-level net One of the many networks funded by the nsf which operated 

autonomously but was connected to the nsfnct Backbone. 
MILNET (MILitary NETwork) A network which was separated from arpanet in 

1984 to provide reliable service to the military while arpanet was used 
for continued research. 

millisecond (ms) One thousandth of a second. 
modem (MOdulator/DEModulator) A device that converts serial digital data from 

a transmitting terminal to a signal suitable for transmission over tele
phone lines. The modem will also convert the telephone signal (analog) 
into a serial digital signal for use for another computer or terminal. 

modem port A socket on the back of the computer marked by a telephone icon. 
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mouse A small device you move around on a flat surface next to your computer. 
The mouse con trols a pointer on the screen whose movements corre
spond to those of the mouse. You use the pointer to select operations) to 
move data) and to draw with in graph ics programs. 

JllOUse button The button on the top of the mouse. In general) pressing the 
mouse bu~ton initiates some action on whatever is under the pointer) 
and releasIng the button confirms the action. 

multi-tasking A term used to refer to a computer which can execute more than 
one program simu ltaneously. 

multi-user A term used to refer to a computer which can provide service to marc 
than one user simultaneously. 

multiplexor A hardware device which combines multiple signals from a trans
mission line based on time or carrier frequency. It is used on broadband 
systems in combination with a demultiplexor to allow multiple. simulta
neous signal transmissions over a single medium. In general, it allows 
multiple hardware devices to use a single communication link at the 
same time. 

mux See multiplexor. 

NAK (Negative AcKnowledgement) A message sent from a receiver to a sender 
which indicates that the transmitted data contained errors from the 
transmission. Upon receiving a nak, the sender will usually retransmit 
the data. 

name resolution The process of converting a host name into a corresponding 
network address. 

network A system of computers and peripherals connected by some media and 
capable of communication. 

network layer The network layer is responsible fo r accepting ip datagrams and 
transm Ittlllg them over a specific network. 

NFS (Network File System) A SUN microsystems protocol which uses the 
Internet Protocol to allow sets of computers to access each others' files as 
if they were locally stored. 

NIS (Network Information Service) Designed by SUN Microsystcms, NIS 
(Formerly know as Yellow Pages or YP) provides centralized user 
authentication and information services. 

node A point all a network where one or more communication devices are 
attached to the network) and where information can be sen t, received. or 
forwarded. 

NSF (National Science Foundation) A government agency which funded a 
cross country backbone network (see nsfnet) and many regional net
works deSigned to internet scientific communities with available super
computing facilities. 

NSFNET (National Science Foundation NETwork) A term used to describe local 
supercomputing netw"Orks, mid-level networks. and their cross country 
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backbone network, all of which were funded by the nsf. this nehvork is 
used to increase access to supercomputing facilities throughout the aca

demic community. 
lIull An undefined value. Null is different from zero; zero is a value just like 

other numbers, whereas null means no value at all (of the expected 

type) . 
numeric keypad A calculator-style keypad, either built-in or peripheral, wh ich 

you can use to type numbers. The layout of numbers on the keypad . 
makes it easier and faster to use than the regu,lar keyboard. Some applI
cation programs designate the keys of a numeric keypad as special func

tion keys. 
OSI (Open Systems bltereonnect) A reference to iso protocols used for the 

interconnection of cooperating computer systems. See rsn. 
operating system A program that organizes the actions of the parts of the com

puter and its peripheral devices. 
Option key A modifier key that gives a d ifferent meaning or action to another key 

you type or mouse actions YO ll perform. You use it to type foreign char
acters or special symbols contained in the optional character set. 

packet A group of bits including address, data, and control elements that are 
transmitted over a packet switched network. 

packet buffer A memory space set aside for storing a packet that is either waiting 
to be transmitted. or has been received. It may be located in either the 
network interface controller o r the computer attached to the controller. 

PAD (Packet Assembler/Disassembler) A term used for an interface device 
which connects non-X.2S devices to an X.25 network. It prepares output 
from a PC or a conventional terminal and prepares it for packet switched 
transmissioIl) and conversely extracts characters from the network trans
mission and displays them on the terminal or Pc. 

peripheral device A piece of hardware (such as a video monitor) disk drive, 
printer, or modem) used in conjunction with a computer and under the 
computer's control. Peripheral devices are often (but not necessarily) 
physically separate from the computer and connected to it by wires, 
cables) or some other form of interface. 

physical layer The term used to apply to the physical and machine characteristics 
of a network such as characteristics of voltage) current and wiring. 

PING (Packet internet Grouper). A program used in networks to test the reach
ability of a host by sending an icmp Echo request and wait ing for a reply. 
It reports Sllccess or fa ilure and statistics aboll t the " pinged" host. 

pixel Short for picture element. A point on the graphics screen; the visual rep
resentation of a bit on the screen (white if the bit is 0, black if it's 1). Also 
a location in video memory that maps to a point on the graphics screen 
when the viewing window includes that location. See also bit. 
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POP (Post Office Protocof) . A protocol used to retrieve mail from a central 
mail reposito ry. TCP/Connect II uses pop for mail reception. 

port See Protocol Port. 

positive acIrnowledgement See acknowledgement. 
presentation layer The network layer which consists of many functions needed 

to make application programs work, such as operating system routines 
necessary for llsing a network. 

print spooler A program which manages access to printers on a network. Users 
commun icate with the spooler rather than directly to the printer. 

promiscuous ARP When one machine, usually a gateway, answers an ARP 

request intended for another by supplying its own physical address, thus 
accepting responsibility for routing packets to the correct machine. 
Proxy ARP is used to allow a site to lise a single In ternet address for more 
than one physical network. Same as proxy ARP. 

proportional font Any font in which different characters have different widths; 
thus, the space taken u'p by words having the same number of letters var
ies. For example, in the typeface used here the letter M is wider than the 
letter I, so that MMMMM produces a wider string than IIIII. 

protocol A set of rules for communication between two or more machines. 
protocol port A method used by transport protocols to tell the difference 

between many possible destinations within a single host. Operating sys
tems usually allow an application program to specify what port it wants 
to be. 

PSN ( Packet Switched Node) The name for an arpanet packet switch. Each psn 
is connected to at least 2 others as well as up to 16 host computers. 

queue A line of prioritized tasks waiting to be executed . High priority tasks will 
be executed before low priority tasks. 

RARP (Reverse Address Resolution Protoco f) The Internet Protocol used by a 
diskless machine to find its internet Address at startup. The machine 
broadcasts its physical hardware address. A server then responds to it by 
sending the machine its network address. 

remote job entry A service offered by many networks which allows a user to sub
mit a batch job to a host from a remote site. 

repeater A device used to duplicate electronic signals from one ethernet to 

another. Repeaters are also used to amplify signals and to clean up digital 
signals by regenerating them. Repeaters cannot regenerate analog signals 
because they cannot distinguish between the signal and electrical noise 
on the media. 

Return key A key that causes the cursor o r insertion point to move to the begin
ning of the next line. It's also used in some cases to confirm a command. 

RFC (Request for Comment) A series of notes which contain information 
about the development of the darpa Internet, including proposed and 
accepted protocols for the Internet. 
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RIP (Routing Information Protoco f) An interior gateway protocol (igp) used 
by Berkeley bsd 4.3 unix systems to exchange routing information 

between a small number of hosts. 
RJE (Remote job Entry) A service offered by many networks which allows a 

L1ser to submit a batch job to a host from a remote site. 
RLOGIN (Remote LOGIN) A service offered by Berkeley bsd 4.3 unix systems 

allowing a user on one machine to connect with other internenvorked 
UNIX machines as if their terminal were directly attached. 

round trip time See rn. 1 

route The path taken by data traffic within a network or through an internet. 
ROUTED (ROUTE Daemon) A bsd 4.3 unix program which updates routing 

information on local area networks using rip protocols. 
router A machine which makes decisions about which of several paths network 

traffic will flow over. For example, bridges and gateways. 
RPC (Remote Procedure Calf) A protocol that is used to support calls to 

remote machines. RPC is the basis for NFS and lockd. 
RSN (Real Soon Now) A phrase coined by Jerry Pournelle, to satirize the ten

dency in the computer industry of discussing (or offering for sale) things 

that aren't actually available yet. 
RS-232 An eia standard specifying electrical characteristics of low speed inter

connections between terminals and computers or between 2 computers. 
The specifications limit speed to 20 kbps and 500 feet, though manufac
turers support higher speeds and longer distances. This standard is actu
ally RS-232-C, however, many prefer to call it RS-232. 

RTT (Round Trip Time) The time it takes for a single packet o r datagram to 
leave one machine, reach its destination, and return to the source 

machine. 
scroll arrow An arrow at either end of a scroll bar. Clicking a scroll arrow moves 

a document or directory one line. Pressing a scroll arrow moves a docu ~ 

ment continuously. 
scroll bar A rectangular bar that may be along the right or bottom of a window. 

Clicking or dragging in the scroll bar causes your view of the document 

to change. 
scroll box The white box in a scroll bar. The position of the scroll box in the scroll 

bar indicates the position of what's in the window relative to the entire 

document. 
SCSI (Sm all Computer Sys tem In terfa ce) A specification of mechanical, electri

cal, and functional standards fo r connecting peripheral devices such as 
certain kinds of hard disks, printers, network devices, and optical disks 

to small computers. 
SDLC (Synchronous Data Link COlltr00 A predecessor of hdlc defined by IBM 

Corporation and used in their sna network products. 
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segment The unit of transfer between tcps on different machines. Each segment 
contains a stream of bytes being sent between the machines as well as 
additional fields for identifications, error checking, etc. 

serial interface An interface in which info rmation is t ransmitted sequentially, 1 
bit at a time, over a single wire or channel. 

serial port The connector for a peripheral device that uses a serial interface, com
monly a modem. 

server A machine or program designed to provide a service to a network. 
session layer An osi data communication model layer which is responsible for log 

keeping. security, and administrative tasks. 
size box A box on the bottom-right corner of some ac tive windows. Dragging the 

size box resizes the window. 
slot A narrow socket inside the computer where you can install peripheral 

cards. Also called an expansion slot. 
smart repeater A routing device used to expand networks by transferring packets 

which are destined for non-local hosts to other networks. Bridges differ 
from repeaters because they "learn" about attached networks and for
ward packets accordingly. Sam e as bridge. 

SLIP (Serial LineInternet Protoeof) A specification for using the darpa stan
dard Internet Protocol over a serial line for remote commun ication. 

SMTP (Simple Mail Transfer Protoeof) The darpa Internet standard protocol for 
transferring electronic mail messages from one machine to anot.her. 
smtp specifies how two mail systems interact and the format of control 
messages they exchange to transfer mail. 

SNA (System Network Architecture) The name applied to a class of ne twork 
products offered by IBM Corporation. 

SNMP (Simple N etwork Management Protoeof) A network standard protocol 
used to monitor and control networks and network hosts. The snmp 
agent (or server) is run on machines which are monitored. and the snmp 
station (or client) is used to monitor those machines. Te P/Connect II 
has a built in snmp agent, so that it can be monitored and mai ntained by 
appropriate network hosts. 

source route A route which is determined by the transmission source. The source 
establishes a sequence of machines that a datagram must visit along its 
trip to its destinatio n. 

SPOOL (Simultaneous Peripheml Operations On Line) A program or p iece of 
hardware that controls a buffer of data going to some output device, 
usually a printer or tape drive. This allows users to send data to the 
device even when it is busy. 

startup disk A disk with all the necessary program fil es (such as the Finder and 
System files con tained in the System folder in Macintosh) to set the com
puter into operation. Sometimes called a boot disk. 
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subdirectory A directory within a directory; a file conta ining the names and 

locations o f oth er files. 
subnet A local area network which resides within another network. 
subne! address An extension of the darpa Internet addressing scheme that allows 

a site to use a single internet address for many physical network. The 
subnet address is not looked at by the Internet portion of the routing, it 
is only used by local gateways and hosts to del iver the datagram to the 

correct phys ical address. 
SYN (SYNchronizing segmen t) The first segment ~ent by the tco protocol. It is 

used to synchronize the two ends of a connection in preparation for 

opening a connection. 
System file A fIle Macintosh computers use to start up and to provide system

wide informatio n. The System file contains sys tem programs. 
system software The component of a computer system that supports application 

programs by managing system resources such as memory and I/O 

devices. 
TCP ( Transmission Control Protocof) The darpa Internet transport level pro

tocol that provides reliable, full duplex stream service upon which many 

application protocols depend . 
telnet A remote terminal connectio n service using darpa Internet standard 

protocols. ft allows users at one site to interact with remote t imesharing 
systems at another site as if the users' terminal was connected directly to 

the remote machine. 
terminal emulator A program which runs at a workstation or terminal that 

makes it appear to be a specific type of data terminal to both the user 

and the software. 
TFTP (lEvial File Tra nsfer Protocof) The DARPA Internet standard protocol 

for fIle transfer with minimal overhead and capability. It depends only 
on the unreliable, connectionless datagram delivery service ( udp) so that 
it can be used on diskless workstations that keep software in rom in 

order to bootstrap themselves. 
title bar The horizontal bar at the top of a window that shows the name of the 

window's contents. You can move the window by dragging the title bar. 
token A unique combination of bits which signals a workstation that it has 

been given permission to transmit. 
topology The arrangement of connections, nodes, and pathways in a network. 

Examples arc ring, bus, or star. 
transparent The operation of a network in sllch a fashion that the user is 

unaware that the processes being carried out are remote rather than local 

to his machine. 
transport layer The fourth layer of the iso m odel of data communication. The 

transport layer provides user to user communication, and is responsible 
for high level error checking and alternate routing of the packets. 



Page 104 Glossary 

UDP (User Datagram Protocof) The darpa Tnternet standard protocol that 
allows an application program on one machine to send a datagram to an 
application program on another machine. It uses Internet Protocol to 
deliver data grams. 

UNIX A popular operating system (and registered trademark) developed at 
AT&T Bell Laboratories which allows a computer to handle multiple 
users and programs simultaneously. 

UUCP (Unix to Unix Copy Program) A unix application program that allows 
one unix timesharing system to copy files to or frame another unix time
sharing system. tlLlCP is the basis for unix electronic mail transfer, and its 
name is often used to revert to mail transfer in general. 

virtual circuit A communication link that appears to be a dedicated point to 
point circuit. A virtual ciTcu it system delivers data packets in sequential 
order by reorganizing and reassembling completed messages correctly at 
the receiving end before passing them on. 

virtual disk A portion of physical disk drive appearing to be a dedicated host as a 
local disk resource. 

VMS (Virtual Memory System) An operating system developed by Digital 
Equipment Corporation for the vms computer series. 

well-known port Any set of protocol port numbers preassigned for specific uses 
by the transport layer protocols (i.e. tcp and udp). Clients can locate 
servers at well-known port assignments. File transfer servers, echo serv
ers and time servers are some examples of servers using well-known port 
assignments. 

window The area that displays information on a desktop; you view a document 
th rough a window. You can open or close a window, move it around on 
the desktop, and sometimes change its size, scroll through it, and edit its 
contents. 

X.25 

XDR 

XMIT 
XNS 

The ccitt standard protocol for transport level network service. Origi-
nally designed to connect terminals to computers, it provides a reliable 
stream transmission service that can support remote login. 
(eXternal Data Representation) The encoding scheme defined by SU N to 
permit exchange of typed data in a heterogeneous environment. Defined 
for use by RPC. 
Transmit. 
(Xerox Network Standards) The term used to refer to the set of internet 
protocols developed at the Xerox Corporation. These are similar to 
darpa Internet standards, but use diffe rent packet formats and terminol
ogies. 

XON/XOFF (Transmitter ON/Transmitter OFF) A method of flow control used 
when a computer is attached to a slower device which cannot process 
information as fast as the computer sends it. A common device using 
xon/xoff is a printer. xon is sent as a control-Q, xoff is sent as a control-So 
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zoom box A small box with a smaller box enclosed in it found on the right side of 
the title bar of some windows. Clicking the zoom box expands the W1l1 -

dow to its maximum size; clicking it again returns the window to its 

original size. 
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System 7 Note 

When installing 
NFS/Share under 
System 7, put 
NFS/Share in the Top 
Level of the System 
Folder and not in the 
Extensions Folder. 
This is necessary to 
ensure that NFS/Share 
loads after MacTCP. 
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to a new version wi thin the 90 day standard 
support period at no cost. You are also el igible 
to receive an upgrade at a reduced price. 

Update - A minor enhancement to an 
existing product, reflected in version changes. 
For example, 10a to 10b or 2.0 to 2.1. 

Upgrade - A ma jor enhancement to an 
ex isting product, reflected in version changes. 
For example, 2.0 to 3.0. 

THIS IS YOUR PRODUCT LICENSE NUMBER 

L NFS/Share 
0500- 202636 

J 

/------------------------------------------------------------------------------~, 

- Hen r y Dav i d Thor ea u-

We at InterCon support the efforts of environmental groups, agencies and individual citizens who respect and work to save the natural 
resources of our planet. InterCon is a proud member of over 15 environmental groups and whole-heartedly embraces their cause: the 
preservation and improvement of the Earth. 

All of InterCon's literature is printed on recyc led paper Our shrink wrap is of a bio-degradable plastic for our software packaging, we 
have eliminated all of our plastic clamshell cas ing in favor of recycled cardboard. These, along with several other smaller efforts, 
demonstrate ou r allegiance to this cause. 

If you discover that you have no future need for any part of this packaging, we ask you, our customer, to recycle it. 

Thank you. 

The employees of Intereon 
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NFS/Share Registration Card 
I have read the Product License Agreement and agree with the terms as expressed therem 

AJ TH ORl lfD SI[, ~lAIURf 

tl A t.1 f lill E 

,l, DOR ~"5 Lin 

~ 110 N l 

I authonze Technical Support for two md,vlduals 

IlAM l 

P :J R C HA:' lll' R O M 

Whllt IS your organ llaliOn's primary bUSiness activity at th iS lecallOn? (check appropriate box) 
~~ Aerospace ( JConsumer Products -:Governmem , ; Housing & Construction 
:--; Automctlve [lContame-s/Packagmg .. Focd . ' Manuf<lctunng 
= Sank.mij ! ]EducatlOn = Fuel ~ :Meta, & Mining 
~Chemlca l " ElectJlcaIJElectronICS - ;HealthCare ; ;Nonbank Fma1c al 

L IJ ~.1 P A II, 

~T AH 

PRno U C! 

IlAl.lf 

o A If 

: ~ Ofllce EqUipment & Computers 
:"':: Paper & Forest Products 

' Rela :1 
:"':: Servlce IndUStries 

o A If 

0 1', 1\ l Ot! 

P R I Cf 

~ .J TelecommUnications 
: :Wnolesale 

Which of Ine follOWing best describes your primary Job function' 
: : Accounling/Fillance : . Info / Mlcrocomputer C~rltf! r 
: ' Admm j /l,·l anag , "M;mu!Jcturlrlg/Oj':eratlons/ QJalitv Comrol 
:-,Eng meeflllg - MISJDP 

, ' PUrChJ51ng 
""': Research & Development 
" :Sales/ MJrkeling 

How I"all'; emoloyees does your firm emp'oy at thiS location' : ;10 or uader r. 2650 : ; 51 100 

~J O!h"ld;SDEMO COpy 
.:lOk c ,$OR RESAlE j 

How Man,; MOles ale located al ~'our site' _ ___ _ _ ___ ______ _ 

How did you leam about thiS p'oduct7 : :Computer Store Display : : Magazine O,splay ~ :User Recommendut 011 [~ Maga l l ne Ad ~ ~ Trade Shm'J 

Publlcallons you subSCribe to or read regu :.uly 
: Bytl:! : :O:gltal News 
-Compu ~eIWorld : :O,gilal ReView 

OEC ProfeSSional "Go':' t Computer News 

T radeshmo/s you regularly a!1end 

: :HP ProfeSSIOnal 
:: InfoWorld 
. "LAN Magalille 

• CeBIT " :OEXPO . ' Ne!'.';orld ~: COMDEX - "PC Expo 

: ]PC Comput ing 
.. ]PC Magalille 
~ JPC Wee~ 

. _MacWor ld 

Are you the tcnlacl to extend ylW support agreement? . :Ves • :Nc 

~] PC World 
:Systems lntegratloo 
:MacWeek 

~Unlfou rm ~ "Interop 

MacWorJd 
~ Other 
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~ NFS/Share 
I nterCon's NFSIShare™ provides the solu tion for Macin tosh users wanting 10 

take advantage of distributed file sharing within a multivendor environment. 

InterCon has brought the ONC/NFS standard to your Macintosh desktop. Now 
Macintosh users can take full advantage of the storage and file sharing capabilities 
of your total NFS network provid ing access to VAX, SUN 81"!.d UNIX computers. 

Simple to use - Files from the remote systems take on the familiar format of 
the Mac documents you always use. There are no new operating procedures or 
software systems to learn. Certain text files, such as UNIX, are accessible from any 
Macintosh editor or word processor. 

Ma.cintosh resident - Once you have the physica l link to the network and 
NFS/Share, you need nothing other than access to NFS servers 00 the network. 

Access multiple remote machines easily - Just go through Apple's 0100ser 
and you are there A list of available seNers or remote systems aPJE(lf m a ~ 
window. You can access remote machines at the same time, and. just ke;tM hard 
drive, they appear as icons on your deSktop. 

Apple Standard - NFS/Share uses Apple's def,ned standards IAppleS'ngle or 
App!eOoublel for representing files for foreign file systems 

Simultaneous access - Multiple users can eaSIly aa:ess me same nfor!na:Ol 
al the same time without the need for different moun ng ~mts 

Security maintained - User identification IS clan ed rCJ.Jgh Sun ·1CfOSVS~. 
NIS (Yellow Pages) or PCNFSO. Each user IS presented ,'. on S~ o' access or 
mounting points automatically. 

Requirements 
Macin tosh Plus {or more recent mooell 
2 MB RAM 
Macintosh System 6.0.5 
Mac TCP {Included in package} 
Appropriate localT alk Gateway or Etnernet Boam 

90 Days Support - NFS/Share IS provided ,', a 9C :la, :er-:>o 0' O'OOOC: 
support which can be extended aher the 'l ~~I su~ OO'OC '"as ex:;a"£!I1 

InterCon systems corponitiOl'!. 
9fiJ Her'\1('fl Pa" :,a\ He'rQ:)'l. ry"1<1 22IJ7C 
703 709 9B9J 703 709 9E9i FAX 
cornmelll1t mer-con C()TI Ir'l\emei emal 

AppletmK 01988 






